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Effects Of Semiconductor Chip Shortage On The 
Future Of Automotive

By David Meaney, VP Global Technical Sales and Marketing at ECS Inc. International

The evolution of  the electric 
vehicle, or EV, has increased the 
use of  semiconductor chips and 
microprocessors to levels that are 
magnitudes higher than they were 
just a decade ago. We are seeing the 
development of  new technologies 
that are ushering in the age of  self-
driving, or autonomous, vehicles. 
Today, there are many options for 
plug-in hybrid and fully battery po-
wered EVs in the market. So how, 
exactly, do EVs work and what are 
their advantages?  
The end goal for EVs is to reduce 
the overall carbon footprint of  
automobile engines when compa-
red to today’s internal combustion 
engines (ICE). Energy efficien-
cy will be a side effect of  better 
driving habits. As we move into 
tomorrow’s EVs, there will be an 
increased emphasis on autonomous 

driving. A fully autonomous vehic-
le is speculated to greatly reduce 
accidents and save many lives by 
eliminating traffic jams and bottle-
necking due to accidents and hu-
man error. A study by the Journal 
of  Energy found that upwards of  
10% of  fuel usage is wasted idling 
or during traffic congestion. This is 
a very significant amount of  fuel or 
electricity that could be preserved. 

The past

Let us step back and look at vehic-
les from 2015. At the time, there 
were some electric or hydrogen test 
models, but most vehicles on the 
road were primarily ICE, burning 
gas or diesel as their fuel. On 
average they would have between 
50 and 150 processors to control 

engine performance, breaking, na-
vigation, climate control and other 
functions depending on the model 
and level of  trim. Each of  those 
processors requires a timing device 
- either a crystal or an oscillator to 
make them function. 

The future

Now let us look at present auto-
mobiles. The average EV being 
produced today uses more than 
2,000 processors to control the 
motors, brakes and support electro-
nics. These vehicles also have very 
high levels of  comfort and controls 
available to the driver and additio-
nal passengers. This is a 10-fold 
increase in microprocessor usage as 
compared to non-EVs.
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These timing products need to 
be designed, built and tested to 
exacting automotive specifications. 
IATF 16949 is the manufacturing 
process followed to ensure the hig-
hest build quality, and AEC-Q200 
is the post manufacturing testing 
that qualifies them to be sold as 
automotive grade. The demand for 
these AEC-Q200 qualified timing 
products is at an all-time high with 
no end in sight. 
In 2020, electric and hybrid vehic-
les saw a huge spike in sales with 
an approximately 76% increase for 
hybrids and an 83% increase for 
EVs. Even with the sales increase, 
less than 1% of  the 250 million 
cars on the road in the United 
States are electric as of  2022. More 
recently, the global shortage of  
semiconductor chips has caused the 
market to lose significant momen-
tum in their proliferation by leading 
to production halts. The worst chip 
supply shortage in 30 years has 
been on a rolling 18 month forecast 
for the past two to three years. It is 
expected that these shortages will 
continue through 2024 before any 
real relief  is expected. 
The world’s semiconductor chips 
are primarily manufactured in Asia 
specifically China and Taiwan. In 
the aftermath of  global economies 
shutting down from the COVID-19 
lockdowns, these manufacturers 
have been hit especially hard. As 
the economy tries to breathe back 
to life, automakers are still strug-
gling and have had to significantly 
scale back production.
As semiconductor companies can 
get production regulated, allocation 
of  the chips prioritizes electronics 
companies, not automakers, for 
their limited supplies. As a result, 
the shortages have already tapped 
the brakes on several high-pro-

file EVs that were set to release in 
2022 and beyond. This shortage is 
not unique to the EV market; It is 
affecting every automaker’s ability 
to deliver finished products. 
Even before the semiconductor 
chip shortages, the completion 
of  fully autonomous vehicles is 
still a few years off. There are six 
levels of  technology required in a 
vehicle before it can be considered 
autonomous. The market currently 
considers todays vehicles at a level 
3.5 or 4. There are some signifi-
cant infrastructure requirements 
needed to assist vehicle telematics 
and communications to make sure 
that all vehicles in an area are aware 
of  all the other vehicles and their 
travel 
plans. 
This 
will also 
help if  a 
vehicle 
expe-
riences 
some 
sort of  
emer-
gency or 
failure. 
The 
other 
vehicles 
could be 
notified 
imme-
diately 
and 
allow 
the 
affected 
vehicle 
to exit 
or pass 
through 
to 
receive 

medical help. 
With these chip shortages expec-
ted to continue for the foreseeable 
future, we can expect the supply 
chain constraints to cause pri-
cing increases and an expansion 
of  black market and counterfeit 
products in the market. It has never 
been more important to understand 
your supply chain. Integrity must 
be kept from start to finish to make 
sure you get the actual product you 
want and need at a price that can 
sustain your product profit margins. 
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EMEA Markt Update: 
A Q&A with Digi-Key‘s Ian Wallace
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Is any Digi-Key business at 
risk with the conflict 

happening in Eastern Eu-
rope?

It‘s heart-breaking to see what‘s 
happening in Ukraine right now. 
Our first thoughts are with family 
members, and friends, and some 
former colleagues that we have 
who are impacted by Russia‘s inva-
sion of  Ukraine. We stand with the 
people of  Ukraine and are eager to 
see de-escalation soon.
From a business standpoint, it‘s 
been a very low impact for Digi-
Key. We do not have any employees 
living in Russia or Ukraine, and 
prior to the Russian attacks on 
Ukraine, Digi-Key was doing relati-
vely little business in Russia due to 
compliance policies. 
The biggest thing we‘re monitoring 
is the supply chain. We already have 
a stressed supply chain, and this 
certainly will add more pressure. 
With the associated impact on rail 
traffic and shipping traffic, we‘re 
monitoring to see what impact 
it will have on raw materials and 
logistics.

What industry trends are 
you most excited about in 

2022?

Digi-Key‘s mission is to enable 
the world‘s ideas, and that comes 
from the innovations that engi-
neers and makers are dreaming up 
every day. Sometimes we get to see 
what they‘re working on months or 
years before it even hits the mar-
ket. That‘s what I‘m most excited 
about.
Our customers design all types of  
products, and some hot areas we’re 
seeing right now are in climate 

mitigation (e.g. renewable energy 
and electric vehicles), automation & 
control, healthcare, robotics, smart 
devices and IoT. All those things 
are not only inspirational, but 
they‘re heavily dependent on the 
parts that we stock. 
We feel very fortunate to be at the 
center of  the innovation that‘s 
happening around some of  these 
emerging technologies!

What is new coming up 
this year?

This year, we are opening the doors 
to our brand-new, 204,400 square 
meter Product Distribution Centre 
expansion (PDCe), which will dra-
matically increase the amount of  
space we have to store product, and 
it‘s highly automated to decrease 
turnaround time and increase order 
fulfilment to customers same day. 
Right now, we‘re in what we call 
our soft launch, and we expect it to 
be fully operational in the coming 
months. Since Digi-Key stocks mil-
lions of  parts, we‘ll be spending the 
next 18 months repopulating the 
inventory to the new PDCe, which 
is right across the street from our 
existing facility in Thief  River Falls, 
Minnesota. 

What are you most 
looking forward to this 

year?

I’m greatly looking forward to 
having a greater ability to travel 
and meeting more people in person 
– meeting with fellow colleagues 
at Digi-Key, spending time with 
customers, spending time with our 
suppliers and attending trade shows 
and events. You just gain so much 
more when you‘re there in person.
As long as COVID cases remain 
relatively low, Digi-Key is return-
ing to in-person events, so we‘re 
looking forward to being very 
active in the events that happen 
this year. Overall, it’s the return 
toward a sense of  normality, having 
an increased amount of  inventory 
from our suppliers and therefore 
having more product in stock for 
our customers and attending the 
in-person events.

Ian Wallace is vice president, Americas 
and EMEA business development for 
Digi-Key Electronics. Digi-Key is both 
the leader and continuous innovator in 
the high service distribution of  electronic 
components and automation products 
worldwide, providing more than 10.9 mil-
lion components from over 2,300 quality 
name-brand manufacturers.
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2022 is already well on its way to 
being another strong year for the 
electronic distribution industry, 
despite tight supply from compo-
nent manufacturers and continued 
supply chain disruptions. 
In this Q&A, Ian Wallace, Digi-
Key’s vice president, Americas and 
EMEA business development, 
provides an update on how the 
company is faring in 2022, what 
he is looking forward to, and new 
developments that Digi-Key is wor-
king on to better serve customers. 

How has 2022 started for 
Digi-Key?

It has been a very busy year, as 
busy as last year, if  not more. We 
wrapped up 2021 growing faster 
than Digi-Key has ever grown in its 
history – we had a 65% growth rate 
last year. 
Through the first quarter of  2022, 
every single transaction driver of  
the business for Digi-Key is high. 
Our bookings are up more than 
25% over last year, as is quote 
activity, shipments going out the 
door and customers searching the 
website. By every measure we look 
at, we are just as busy, if  not busier, 
than last year.

What are your observa-
tions and predictions for 

the rest of the year?

Our key observations are that 
customer demand remains extre-
mely strong across all industries 
and verticals, and we expect that to 
continue throughout this year and 
into 2023 as customers catch up, 
and then perhaps build some safety 
stock. Specific components still 
remain a big challenge, however.
Gradually, we‘re seeing some lead 
time trends improve from some 
suppliers, however, within semi-
conductors, lead times for many 
components remain at 40+ weeks.
While keeping inventory in stock is 
still a challenge, it is stabilising. In 
March 2022, we received the most 
product that we have ever received 
in the history of  the company and 
Q1 2022 was the highest receiving 
quarter we’ve ever had, so we are 
making meaningful progress on 
continuously increasing our inven-
tory.

What challenges are you 
anticipating and addres-

sing this year?

We‘re very fortunate to have 
suppliers that understand the 
importance of  getting product to 
the engineers and the makers that 
Digi-Key serves. Inventory flow is 
the biggest challenge for us, and 
there are a lot of  commitments 
we‘re doing our best to keep. 
We‘re trying to keep commitments 
to our customers that we‘ll expedite 
and get product from suppliers as 
quickly as possible.
We‘re trying to keep commitments 
to our suppliers that our forecasts 
are accurate and customers will 
purchase the inventory and not 
cancel orders. 
We‘re also focusing on our com-
mitment to our employees to 
keep them safe and healthy, both 
the people on-site and the people 
remotely. 
The biggest challenge we’ll face this 
year is keeping those three big pro-
mises, and if  we can do that, we‘ll 
have a fantastic year.

„I‘m greatly looking forward to 

having a greater ability to 

travel and meeting more 

people in person.“
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The ‚Autonomous Driving Act‘ 
came into force in July 2021 and 
the rules were specified in greater 
detail in the ‚Autonomous Dri-
ving Regulations‘. The law allows 
autonomous driving at SAE Level 4 
on special routes or within defined 
areas such as airports, logistics 
centres and motorways. This opens 
up possibilities including transport-
ing people or goods with driverless 
shuttles, for example. For operation 
and liability, teleoperation or tech-
nical supervision – as defined in the 
law – plays a decisive role.

Remote Assistance: A Key 
Enabler for Highly Automated 
Driving (SAE 4)
Highly automated vehicles (SAE 
4) are becoming ever more sophis-
ticated. However, due to the sheer 
number of  potential situations the 
vehicle may encounter, its automa-
tion is not yet capable of  dealing 
seamlessly with all of  them. Remo-
te Assistance as a type of  remote 
operation is a way to take care...

Focus on humans and 
automation working 

together

„We are at the beginning of  de-
velopment and have many ideas 
and concepts for making vehicle te-
leoperation safe and efficient,“ says 
Oehl. „For now, we are concen-
trating primarily on the interaction 
between humans and automation, 
and on the design of  the interface 
that this requires – the human-ma-
chine interface, or HMI for short. 
For example, we are looking at the 
form that a teleoperation worksta-
tion might take, what the job requi-
res of  people and how it has to be 
designed from the point of  view of  
work and engineering psychology.“

The human factor – 
requirements and work-

place design for teleopera-
tion

In future, several teleoperators 
equipped with monitors, user 
interfaces and headsets could sit 
together in a control centre, gui-
ding autonomous vehicles at SAE 
Level 4 through difficult situations. 
Imagine a double-parked delive-
ry vehicle, for instance. In such a 
scenario, a car will not drive over 
a solid line of  its own accord but 
remain where it is. Similar situati-

ons can arise on 
construction sites 
that have not yet 
been incorporated 
into the system, 
so are not known 
to the automation 
system.
Before they can 
grapple with these 
numerous sce-
narios, however, 
DLR‘s resear-
chers still have to 
address a number 

of  fundamental questions. What 
is the best way to map the vehicles 
for monitoring, and what informa-
tion is needed? How many vehicles 
can a single person monitor and 
oversee on screen at the same time? 
What kind of  live images can ca-
meras in highly automated vehicles 
provide to help the technical super-
visors make decisions? How long 
does it take to process a request for 
assistance on average? And how 
long does it take for operators to 
put themselves in the position of  
the vehicle and make a decision?
„Vigilance is particularly important 
in such monitoring tasks. In re-
search, we use this term to descri-
be a state of  constant alertness. 
Even if  nothing happens for a 
long time, you have to be able to 
react quickly when it does. Tele-
operation workstations have to 
be specially designed in order to 
prevent a situation where people 
get distracted, switch off  or start 
experiencing fatigue. Just like train 
drivers or flight controllers, these 
operators cannot be constantly 
overworked, but they must not be 
underchallenged either,“ says Oehl. 
In order to investigate these ques-
tions more closely in the context 
of  the teleoperation of  vehicles, 
the team has constructed such a 
workstation as a prototype. In this 
way, the researchers are investiga-
ting in a very application-oriented 
way what information teleoperators 
will require at their workstation in 
the future in order to be able to 
support autonomous vehicles with 
SAE Level 4 quickly and safely in 
situations that are unclear for the 
automation system.
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Teleoperation steps in when an autonomous vehicle 
does not know what to do

By Deutsches Zentrum für Luft- und Raumfahrt

In the not-too-distant future, 
autonomous, networked vehicles 
will be able to handle most tasks 
independently. However, they are 
not yet capable of  dealing with all 
traffic situations. If  they encounter 
a problem that they do not know 
how to solve, safety comes first. 
Most of  the time this would mean 
pulling over to the side of  the road 
and stopping. The German Aero-
space Center (Deutsches Zentrum 
für Luft- und Raumfahrt; DLR) is 
conducting research into the tele-
operation of  these vehicles in order 
to resolve such situations safely and 
quickly in the future. In unclear 
situations, the autonomous vehicle 
can request teleoperation support 
from a technical supervisor.

Teleoperation – 
a technological bridge and 

a legal requirement

„Teleoperation of  autonomous 
vehicles serves as a bridge to bring 
existing technologies in the field 
of  automation rapidly into use and 
onto the roads,“ says Michael Oehl 
of  the DLR Institute of  Trans-
portation Systems in Braunschweig. 
His team’s work focuses on auto-
nomous driving at SAE Level 4, 
where the automation takes over all 
of  the driving tasks. The occupants 
do not have to intervene, even 
though this may remain possible 
using control elements such as 
steering wheels.
Experts describe the different 
degrees of  automation as SAE 
levels, based on the classification 

of  systems for autonomous dri-
ving devised by SAE International 
(formerly the Society of  Automoti-
ve Engineers), the organisation for 
mobility technology. This classifica-
tion ranges from Level 0 to Level 5. 
At Level 0, the vehicle has no auto-
mation whatsoever. Level 5 
equates to full automation, 
where the vehicle is comple-
tely autonomous and must be 
able to determine the overall 
driving behaviour under all 
circumstances. The occu-
pants are simply passengers. 
Humans no longer have to 
intervene, not even by means 
of  teleoperation. SAE Level 
4 systems are not yet ready 
for everyday use, but the legal 
framework for using them 
does exist in a number of  
places, including Germany. 



Steer Toward Full Vehicle Autonomy with Confidence
By Silviu Tuca, Product Line Manager at Keysight Technologies
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Creating safe and robust automated 
driving systems for future vehicles 
is a complex task.  There are im-
mediate challenges that automakers 
must overcome to realize the future 
of  autonomous mobility.  Autono-
mous vehicles have hundreds of  
sensors, that all need to work in 
concert within the car and with ot-
her smart vehicles in their surroun-
ding environment.  The software 
algorithms enabling autonomous 
driving features will ultimately need 
to synthesize all the information 
collected from these sensors to 
ensure the vehicle responds appro-
priately. 
The vision of  fully autonomous 
vehicles is looming and along with 
improving the overall efficiency of  
transportation systems, driver and 

passenger safety is the most com-
pelling advantage of  self-driving 
vehicles.  The most recent data sug-
gests self-driving cars could reduce 
traffic deaths by as much as ninety 
percent (figure 1).

Level Up Vehicle 
Autonomy

Advanced driver assistance systems 
in production vehicles have rea-
ched levels two and three, which in 
most traffic situations, requires the 
driver to control the vehicle. Many 
original equipment manufacturers 
(OEM) and industry experts be-
lieve pushing further toward levels 
four and five autonomy - where 
five represents vehicles not requi-

ring any 
human 
interac-
tion - will 

make our roadways safer (figure 2).
To achieve the next level in vehicle 
autonomy, many advancements are 
required.  There will be massive 
investments in sensor technologies, 
such as radar, lidar, and camera 
which will continue to improve 
environmental scanning.  As each 
sensor type has its own advantages 
and disadvantages, they need to 
complement each other to ensure 
the object detection process has the 
required built-in redundancy. 

Figure 1: Road traffic injuries | Source: WHO 

Huge investments in computatio-
nally powerful software algorithms 
are also necessary to combine 
and carry the large amount of  
high-resolution sensor data inclu-
ding vehicle-to-everything (V2X) 
communication inputs.  Machine 
learning (ML) is the established 
method for training self-improving 
algorithms and artificial intelli-
gence (AI).  Those algorithms are 
then making decisions to ensure 
safety in complex traffic situations. 
Training these algorithms with the 
most realistic stimuli available, in a 
repeatable and controlled fashion 
in the lab, is crucial for their accu-
racy and their safe deployment. 

The Gap Between Road-
way and Software Simula-

tion Testing

Today, a large amount of  testing 
time is spent focused on sensors 
and their control modules (ECUs) 
by simulating environments in soft-
ware or software-in-the-loop (SIL) 
testing.  Road testing of  the com-
pletely integrated system within 
a prototype or road-legal vehicle 
allows OEMs to validate the final 
product before bringing it to mar-
ket.  Recreating a virtual world in 

the lab, with accurate rendering of  
the scenes, plus real radar sensors 
and signals, will bridge the gap bet-
ween simulation and road testing.  
The challenge today is the emula-
tion of  full radar scenes, especially 
when the scenes are complex and 
have many variables.  The goal is to 
thoroughly test in the lab all driving 
scenarios, even the corner cases, 
before bringing the vehicle to the 
test track or open roadways.
Software simulation is used in the 
early development cycle.  Simulati-
on is possible of  underlying sen-
sors, vehicle dynamics, and weather 
conditions.  Is that all it takes?  Is 
it good enough to confirm what 
has been tested in plain simulation 
can now be taken to the real world?  
The software is ultimately an abs-
tract view and it has imperfections.

Relying only on real-world road 
testing is also unrealistic because it 
would take millions of  meters for 
vehicles to become safely reliable to 
navigate in urban and rural road-
ways 100% of  the time. To truly 
test the AV/ADAS functionality, it 
is necessary to control all relevant 
parameters. 
To close the gap between real 
world testing and simulation, real 
and physical sensors are needed 
in the test setup.  This complexity 
must be added to the test to predict 
how AVs will behave on the road.
Under any circumstance, the vision 
is for technology to fully replace 
the human behind the wheel to 
enable reliable, accurate, and safe 
decisions on the road.  Software 
simulation cannot fully test the real 
sensor response and testing on the 
track is not repeatable.
Today, specifically when emulating 

radar targets, there are several tech-
nology gaps.

Limited number of  targets and 
field of  view
A common approach ties each si-
mulated target to a delay line.  Even 
if  additional targets are added, only 
one radar echo is processed at a 
time.  Also, if  an antenna array is 
created, it isn’t possible to simul-
taneously emulate targets at the 
extreme ends of  the radar module’s 
field of  view.  In addition, each 
movement of  the antennas intro-
duces a change in the echo’s angle 
of  arrival (AoA), which might lead 
to errors and loss of  accuracy in 
rendering targets, if  not recalcula-
ted.

Inability to generate objects at 
distances of  less than 4 meters
Many test cases, such as the New 
Car Assessment Program’s (NCAP) 
Vulnerable Road User Protection 
– AEB Pedestrian, require object 
emulation very close to the radar 
unit.  Most of  the target simulation 
solutions existing on the market to-
day are designed for long distances.

Lower resolution between 
objects
Up until now, target simulators 
could only process one object as 
one radar signature – this leaves 
gaps in scene details. 
For example, on a crowded mul-
ti-lane boulevard, test equipment 
must accurately tell the difference 
between all the traffic participants.  
With only one echo per object, the 
algorithm might not be able to tell 
the difference between a bicycle 
and a lamp post.  
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Figure 2: SAE Levels of  vehicle autonomy
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New technology is needed
Full-scene emulation in the lab is 
key to developing the robust radar 
sensors and algorithms needed to 
realize ADAS capabilities on the 
path to full vehicle autonomy.

One method is to shift from an 
approach centered on object detec-
tion via target simulation to traffic 
scene emulation (figure 3).

This will enable the ability to emu-
late complex scenarios, including 
coexisting high-resolution objects, 
with a wide field of  view and a 
reduced minimum object distance.
The sensor’s entire FOV must be 
covered to achieve high test cover-
age and run comprehensive test 
scenarios. A wide FOV is needed, 
ideally with RF front ends that are 
static in space, to enable reproduci-
ble and accurate AoA validation.
Realistic traffic scenes require the 
emulation of  objects very close to 
the radar unit. For example, at a 
stoplight where cars are no more 
than two meters apart, bikes might 
move into the lane or pedestrians 
might suddenly cross the road. Pas-
sing this test is critical for the safety 
features of  an ADAS/AD.
Object separation, the ability to 
distinguish between obstacles on 
the road, is another test area for a 
smoother and faster transition to 
level four and five vehicles.  For 

example, a radar detection algo-
rithm will need to differentiate 
between a guard rail and a pede-
strian while the car is driving on a 
highway.

Achieve Greater 
Confidence in ADAS 

Functionality

More targets, shorter minimum 
distance, higher resolution, and a 
continuous field of  view are essen-
tial to real world testing.  In the lab, 
this will enable an increase in test 
coverage to not only save time, but 
safely run and repeat test scenarios.

A traditional radar target simulator 
(RTS) will return one reflection in-
dependent of  distance while a radar 
scene emulator increases the num-
ber of  reflections as the vehicle 
gets closer, also known as dynamic 
resolution.  This means the number 
of  objects varies with the distance 
of  the object.

AD and ADAS software decisions 
must be based on the complete 
picture, not only on what the test 
equipment allows.  New radar emu-
lation technology recently introdu-
ced from Keysight is one more way 
to shift testing of  complex driving 
scenarios from the road to the lab. 

Figure 3: Target simulation vs. scene emulation
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Advanced OKW Enclosures And Operating Elements 
For Embedded Solutions

By Patricia Hart, International Marketing Manager at OKW Gehäusesysteme GmbH

Robust plastic and alumi-
nium enclosures are vital 

to protect your assemblies 
and embedded systems 

Embedded systems are to be found 
at the heart of  many products, ma-
chines and intelligent processes – 
they are ubiquitous in our everyday 
lives. These systems require high 
levels of  protection from hazards 
such as moisture, dust, dirt, impact 
and electrostatic discharge (ESD).

Ensuring optimum protection 
means specifying the right enclo-
sure. These are the key factors to 
consider when choosing a suitable 
enclosure and operating elements 
for your project:

Application and IP Rating: In-
gress protection (IP) ratings are a 
crucial factor in determining the 
ideal enclosure for your electronics. 
IP ratings categorise the degree of  
protection that enclosures provide 
against intrusion by foreign bo-
dies (including hands and fingers), 

water, dust and accidental contact. 
OKW IP-rated enclosures are tes-
ted in accordance with the interna-
tional standards VDE 0470 PART 
1, EN 60529, IEC 529. OKW’s 
extensive range of  enclosures is 
available with protection classes in-
cluding IP54, IP65, IP66 and IP67.

Environmental conditions and 
external influences: It is import-
ant to determine the operating en-
vironment and weather conditions 
that your embedded systems will be 
facing. Plastics such as the ASA-
polycarbonate blend ASA+PC-FR 
offer greater UV stability, making 
it the ideal choice for outdoor 
use. Increasingly, ASA+PC-FR is 
superseding ABS as the standard 
plastic on OKW’s latest enclosure 
models. OKW’s extensive range of  
enclosures and operating elements 
is available in different materials 
to meet electronics manufacturers’ 
specific requirements.

Safety and protection: It is essen-
tial to establish the correct safety 
priorities and parameters when spe-
cifying impact-resistant enclosures 
for industrial use. The enclosures 
must offer the right levels of  pro-
tection against hazards including 
high voltages and fire. 

Mobility: Enclosures for handheld, 
portable and wearable electronics 
should be smart and extremely er-
gonomic. They must function sim-
ply and elegantly, enabling a user 
to operate the device comfortably 

– without feeling restricting in any 
way. OKW’s ergonomic handheld 
and wearable enclosures ensure 
safe and fatigue-free operation for 
extended working periods.

Design, size and performance: 
Specifying an enclosure model that 
is available in plenty of  sizes ensu-
res sufficient flexibility with regard 
to height, width and depth. And 
with the advance of  new techno-
logies (including IoT/IIoT), the en-
closures should be versatile enough 
to allow the integration of  the 
latest controls and interfaces. OKW 
can supply enclosures modified to 
customers’ exact requirements, fully 
finished and ready for the instal-
lation of  circuit boards and other 
electronic components. Services 
include CNC machining, photo-
quality digital printing, lacquering, 
decor foils, laser marking and EMC 
shielding.

Award-winning OKW’s product 
range includes handheld, wea-
rable, desktop, wall-mount and 
flush-mount enclosures, portable 
instrument cases, IoT/IIoT sensor 
housings, DIN rail enclosures, pott-
ing boxes and accessories. OKW 
potentiometer tuning knobs include 
the latest models for menu-driven 
electronics.

OKW GmbH
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Automated Mutation Testing of Embedded Software
By Frank Büchner,  Principal Engineer Software Quality at Hitex

Mutation testing repeats the execut-
ion of  test cases that have already 
been passed for a test object, for 
example a software unit. However, 
when the test cases are repeated, 
they are not carried out with the 
original source code of  the test 
object, but with code that has been 
changed (“mutated”). The mutated 
code is different from the original 
code; the changes can concern mi-

nor details, such as replacing a logi-
cal AND with a logical OR; howe-
ver, the changes can also be drastic, 
such as removing the else branch 
of  an if-instruction. Of  course, the 
test object must remain compilable 
even after the change, otherwise 
a test repetition is not possible. 
When the test is repeated with the 
mutated source code, the question 
is whether the existing test cases 
reveal the mutation (the technical 
term is „kill“). A mutation is killed 
if  at least one test case fails when 
the test is repeated. If  this does not 
happen, the test cases do not detect 
that the source code has been 
changed, or in other words: the test 
cases also consider a test object ot-
her than the original one as correct. 
This is worrying and needs to be 
investigated further; for this inves-
tigation it is helpful if  only a single 
mutation has been made. The quali-

ty of  the test cases is lacking, if  
the surviving mutation is not an 
equivalent mutation. An equiva-
lent mutation does not change 
the behavior of  the test object 
to the outside and thus cannot 
be killed. Of  course, it matters 
how radical the mutation was; 
one subtle mutation will be more 
difficult to detect than several 
drastic changes. 
Usually several 
test runs with dif-
ferent mutations 
are carried out. 
This assesses the 
test case quality.

Figure 1 shows the mutation test 
process as it is carried out automa-
tically by TESSY. After the original 
source code passes all existing tests, 
the actual mutation test process 
can be started. TESSY performs 
exactly one mutation and repeats 
all existing tests; at it is of  course 
recorded whether a mutation was 
killed or not. Then the original 
test object is restored and another 
mutation is carried out. Figure X2 
shows the mutations that TESSY 
can carry out since version V4.3. 
The user can select the mutations 
to be applied and thereby of  course 
also influence the number of  mu-
tations carried out, which in turn 
affects the execution time of  the 
entire mutation test process.

Two Assumptions for 
Mutation Testing

The mutations performed by 
TESSY by default are subtle, for 
example the relational operator ‚<‘ 
becomes ‚<=‘. This assumes the 
“competent programmer” 

Hitex

OKW provides solutions for a wide 
variety of  different applications 
including medical, laboratory and 
wellness equipment, test and mea-
surement, control, automation, me-
chanical engineering, plant building, 
automotive engineering, climate 
control, construction equipment, 
security and building management 
systems, military/aerospace, com-
munications and network techno-
logy.

Enclosures’ technical features 
include solutions for the power 
supply and for the installation of  
standardised displays; high protec-
tion classes; high-quality and easy-
to-clean materials; recessed tops for 
membrane keypads and displays; 
recesses for interfaces and connec-
tors. There is also wide range of  
accessories that includes docking 
stations, battery compartments 
and contacts, wall-mounting kits, 
tilt and anti-slide feet, cable glands, 
grommets and strain relief  kits.

OKW tuning knobs fit rotary 
potentiometers with round and 
flattened shaft ends in accordance 
with DIN 41591 or 6/4.6 mm. The 
knobs are fitted using the proven 
collet fixture, lateral screw fixing or 
simply by pushing them on. The 
extensive range includes round 
knobs, wing knobs, spindle-sha-
ped knobs, pointer knobs or simple 
rotary switches. Different sizes and 
combinations offer a wide range of  
possible solutions.

View OKW’s comprehensive stan-
dard range and select the enclosu-
res or tuning knobs that best match 
your ideas, your electronics and the 
needs of  your customers. We can 
help you to specify the best stan-
dard enclosures and tuning knobs 
for your application and advise on 
customisation to meet your specific 
requirements for quality, price and 
timescale.

With OKW as your partner, you 
can look forward to your next 

project with complete confidence. 
We can support you with all of  
our expertise and experience. As a 
leading specialist in enclosure and 
tuning knob technology, OKW 
manufactures products characteri-
sed by a high level of  functionality 
and innovation, aesthetic design, 
ergonomics and quality of  finish – 
as well as providing customisation 
services to meet your individual 
requirements.
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Figure 1: TESSY automates the entire mutation test 
process | Source: Hitex Figure 2: The default mutations carried out by 

TESSY V4.3. | Source: Hitex
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which says that a skilled software 
developer only makes minor mis-
takes, for example through which a 
loop is run through once too many 
or once too little (“off-by-one” 
error). In order to find out whether 
the test cases find such minor er-
rors and are therefore of  good qua-
lity, the mutations have to be subtle. 
Radical mutations, such as the 
removal of  one or even several ins-
tructions, should also be revealed 
by low-quality test cases. Another 
empirically confirmed assumption 
states that there is a coupling effect: 
a test case that kills exactly one mu-
tant also kills multiple mutations. It 
is therefore sufficient to only carry 
out one mutation at a time. 

We consider a test object that has 
passed four test cases (figure 3) and 
achieved 100% code coverage with 
these test cases. If  TESSY carries 
out the mutation test (with the 
standard settings for the mutation 
as in figure 2, the result is a killed 
mutant and a surviving mutant 
(figure 4). 

In the upper 
left part of  
the figure 
above (figure 
X4) the kil-
led mutation 
(„mutation 
caused test 
failure“) is 
shown. This 
mutation 

changed the 
relational ope-

rator in the first if-instruction of  
the test object (highlighted on the 
top right side of  figure X4) from 
‚<‘ to ‚<=‘. As a result, a test case 
fails, which is positive in mutation 
testing. Therefore, this mutation 
is marked with a green tick. In the 
bottom left part of  figure X4 you 
can see the surviving mutation 
(“mutation survived all test cases”); 
this mutation changed the relational 
operator in the second if-instruc-
tion of  the test object (highlighted 
on the bottom right side of  figure 
X4) from ‚>‘ to ‚> =‘. No test case 
detected this change by failing. This 
is questionable and needs to be 
investigated.

Mutation Score and Test 
Case Quality

The mutation score is the ratio of  
killed mutations to all mutations. 
The figure above (figure X5) shows 
the mutation score of  the four test 
cases determined by TESSY. Test 
case 2 killed one of  the two mu-

tants, because 
test case 2 
failed due to 
the mutation 
in the first 
if-instruction 
(v1 < r1.ran-
ge_start) 

from ‚<‘ to ‚<=‘. This results in a 
mutation score of  50%. Test case 2 
is marked with a green check mark 
in column M because it killed a 
mutant. The other three test cases 
did not kill any mutant and there-
fore have a red cross or a mutation 
score of  0%.
Test case 2 killed a mutant and is 
therefore of  higher quality than 
the other test cases that did not 
kill any mutant. Test case 4 should 
kill the other mutation (from ‘>’ to 
‘>=’) in the decision of  the second 
if-instruction (v1 > r1.range_start 
+ r1.range_len). But that doesn‘t 
work because the value for v1 in 
test case 4 is inappropriate. Test 
case 2 has better quality than test 
case 4 because test case 2 uses a 
boundary value and test case 4 does 
not. Test case 2 uses the boundary 
value 5 which is the starting value 
of  the range that starts at 5 and has 
the length 2. With the value 9 for 
the variable v1, test case 4 does not 
use a boundary value of  the range. 
This demonstrates why boundary 
values form good test data and 
why standards for the development 
of  safety-critical software recom-
mend boundary values as test data. 
Mutation testing can also assess test 
case sets. A set of  test cases is cal-
led adequate if  it kills all mutants. 
The smaller an adequate test case 
set, the better. It can also be used 
to assess test case construction 
methods.

Figure 3: The test data of  the four test cases that pass applied to the 
original test object | Source: Hitex
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Endless Loops and Crashes

Mutations can also result in endless 
loops; this means that a test does 
not come to an end. So that such a 
mutation does not bring the ent-
ire process to a standstill, TESSY 
monitors the execution time. If  
the execution time of  a mutation 
exceeds the execution time without 
a mutation by ten times, TESSY 
aborts the test execution. Endless 
loop or timeout kills the mutant. 
A mutation can also cause the test 
object to crash, for instance due 
to a division by zero. A crash of  
the mutated test object also kills 
the mutant. After a timeout or a 
crash, the mutation test process is 
continued, if  more mutations are 
applicable.

Equivalent Mutations Are 
Problematic

The main problem with mutation 
testing is equivalent mutations. 
These mutations do not change the 
external behavior of  the test object. 
In figure 8, an equivalent mutation 
is shown. The mutation of  the re-
lational comparison operator from 
‚>‘ to ‚>=‘ does not have an ex-
ternally visible effect and therefore 
cannot be killed by any test case. 
But the input value 0 causes defi-
nitely a different internal program 
behavior of  original and mutated 
source code. 

Because equivalent mutations 
cannot be killed by a test case, 
all surviving mutations must be 

checked manually (by a human) 
to determine whether or not it is 
an equivalent mutation. That can 
be time consuming. However, it is 
helpful here if, as with TESSY, only 
one mutation is made at a time. 
Furthermore, the test objects at 
hand are software units, which are 
small in comparison to the entire 
software. This reduces the effort of  
checking for equivalent mutations. 
And on top of  it we can assume, 
that safety-critical software, which 
undergoes unit testing, has bet-
ter test cases than other software, 
because this software is required to 
achieve a high percentage of  code 
coverage. This means, that only a 
small part (if  any) of  safety-critical 
software is not executed by any test 
case. On the other hand, software, 
which is not tested so thoroughly 
like safety-critical software, might 
have huge parts of  the code which 
are not executed by any test case. 
It is obvious, that a mutation in a 
part of  the software which is not 
executed by any test case cannot be 
killed. This means a higher number 
of  surviving mutants and con-
sequently higher effort to decide 
between insufficient test cases and 
equivalent mutants.
Equivalent mutations can be vie-
wed as killed mutations; they do 
not indicate low-quality test cases.

Avoid Unnecessary 
Mutations

During unit testing of  safety-cri-
tical software, a surviving mutation 
(which is not an equivalent muta-

tion) 
should 
lead to 
chan-
ged or 
additio-

nal test cases. Due to the required 
high integrity of  the software, the 
final goal is that all applied muta-
tions are killed (again, excluding 
equivalent mutations). This might 
not be the goal for integration tes-
ting. The main objective for integ-
ration testing is to test the correct 
interaction of  the units. Thus, test 
cases for integration testing check 
the interaction of  the units and not 
if  each single unit reacts correctly 
to each error condition (e.g. an un-
expected NULL pointer) that might 
be possible. Therefore, reaching 
100% code coverage is not para-
mount during integration testing, 
especially parts of  the code which 
represent defensive programming 
(e.g. the reaction to an unexpected 
NULL pointer) might stay unco-
vered. It is obvious, that mutations 
in code that is not executed by any 
test case cannot be killed. Apply-
ing such mutations causes human 
effort for the manual investigation 
of  such mutations, because it is 
not obvious if  this mutation has 
survived because it is an equivalent 
mutation or because of  low quality 
test cases. 

If  code coverage information is 
available in TESSY for mutation 
testing, TESSY avoids mutations in 
parts of  the code that are not exe-
cuted by any test case. This feature 
is especially useful during integra-
tion testing, because of  potentially 
large parts of  uncovered code that 
are not and will never be executed 
by any test case. Although less use-
ful, TESSY suppresses mutations 
in uncovered code also during unit 
testing.

Figure 4: Outcome of  the mutation test in TESSY | Source: Hitex

Figure 5: The mutation score in TESSY 
Source: Hitex Figure 8: Example for an equivalent mutation | Source: Hitex



Example: Unnecessary 
Mutations

In the figure above (figure X9) 
the functions push() and pop() of  
the abstract data type “stack” are 
tested integrated. On the right-
hand side of  figure X9 the source 
code of  push() is displayed. The 
first if-instruction in line 15 checks, 
if  the stack pointer (the variable 
next_free_element) has reached 
the top of  the stack, indicating a 
stack overflow. The then-part of  
the first if-instruction is shaded in 
red, indicating it was not executed 
by any test case. In consequence, 
a mutation in the decision in the 
second if-instruction (in line 17) 
is undetectable and will survive. 
Leveraging code coverage informa-
tion, TESSY suppresses two mu-
tations of  the relational operator 
‘>’ in the decision of  the second 
if-instruction (error_report_level > 
0), shaded in grey on the right-hand 
side of  figure X9. On the left-hand 
side of  figure X9, the same deci-
sion is shaded in grey and below of  
it, the two possible mutations are 
displayed (from ‘>’ to ‘<’ and from 
‘>’ to ‘>=’). Both mutations were 
not applied. This is indicated by the 
dash (‘-‘) in the column “Result”. If  
TESSY performs mutation testing 
without prior code coverage mea-

surement, TESSY applies the two 
mutations for the decision of  the 
second if-instruction. Of  course, 
none of  them is killed. Opposed to 
unit testing, it might not be neces-
sary for integration testing to add a 
test case to check if  the error con-
dition (stack overflow in our case) 
is handled correctly. By avoiding 
these mutations, TESSY saves a lot 
of  time, both for humans and for 
calculations by computer.

Mutation Testing in 
Standards

IEC 61508 describes mutation 
testing as „test case execution from 
error seeding“ and recommends 
this for Safety Integrity Levels (SIL) 
2 to 4 (in Table B.2 of  part 3). 

ISO 26262 only mentions “code 
mutations” in a note to the “Fault 
Injection Test” method (method 1l) 
in table 7 of  part 6, which lists met-
hods for software unit verification.

Conclusion

Mutation testing can reveal insuf-
ficient test cases. Improving them 
increases the chance of  finding er-
rors in the tested software. There-
fore, mutation testing does not only 
assess the quality of  the test cases, 
but can also contribute to a better 
quality of  the tested software. The 
execution of  the mutation test is 
automated in TESSY, so that the 
execution does not entail any grea-
ter effort.
However, even without TESSY, 
everyone who disposes of  a tes-
ting project, can perform manually 
some mutations and re-execute the 
tests and see, if  the test cases kill 
the mutations.
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Figure 9: Two mutations are suppressed, because they cannot be killed | Source: Hitex
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