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When Connecting Cars Rhymes with 
Reducing Emissions

By Maxime Flament, Chief Technology Officer at 5GAA 

Decarbonising transport 
of the future

Connected mobility has become 
synonymous with automated dri-
ving, digitalisation of  transport and 
traffic management. 
Decarbonising transport is now a 
core public policy theme around 
the world in line with the Paris 
climate agreement’s objectives. One 
of  the long-term aims of  the Euro-
pean Union on CO2 emissions is 
an overall reduction of  80-95% by 
2050.
In this regard, mobility systems 
in general, and transportation in 
particular, are undergoing profound 
changes. They will likely evolve 
more in the next ten years than 
they have in the previous fifty. We 
should brace ourselves.
Transport is a vital sector in any 
economy and will doubtless impact 
fuel modernisation while remai-
ning a key source of  employment. 
But modernising the economy and 
addressing climate change can and 
should go hand in hand.

C-V2X and 5G, smart sensors, 
artificial intelligence, big data and 
blockchain are examples of  emer-
ging technologies with massive 
potential to help in this transition.
Connected Automated Mobility 
will be a cornerstone to improve 
road transport’s sustainability. This 
positive impact is expected to result 
from a host of  sources, e.g., less 
congestion, the increase of  shared 
mobility, and synergies with clean 
mobility.

5GAA

Our association, 5G Automotive 
Association, has over 130 members 
- all major industry players from 
the Telco, Auto and IT industries 
who are together delivering end-
to-end connected mobility services 
for all road users. Our contribution 
entails the development, standardi-
sation, testing and deployment of  
cellular-based communications for 
the automotive market and the sti-
mulation of  global implementation. 
Commercial market availability is 
also one of  our major priorities.
We primarily address connected 
mobility by leveraging mobile net-
work technologies such as 4G/
LTE, and 5G. Thanks to multi-gi-
gabit speed that will create new 
opportunities in infotainment and 
teleoperation use cases, 5G will 
redefine the driving experience of  
all users. Such features must be 
reliable, predictable and provide 
low-latency Quality of  Service 
(QoS). We have already successfully 
shown on-road 5G tests combining 
safety-relevant dynamic map down-
loads and multi-media streaming. 
Should the signal be reduced, the 
first service is guaranteed while the 
video quality is reduced.
All in all, there is increased inter-
est in the potential environmental 
benefits of  C-V2X, or cellular 
vehicle-to-everything communica-
tion. The question is to what extent 
connected driving, with increasing 
levels of  automation, can lead to 
sustainability and environmental 
benefits. 

Last year, 5GAA asked TNO to 
conduct a study into the ecological 
effects of  C-V2X communications.
The emission reduction poten-
tial of  C-V2X services have been 
shown in various real-world pilots, 
driving simulator studies and traffic 
simulation studies. In addition to 
the literature results, TNO carried 
out indicative calculations with a 
microscopic emission calculation 
tool (EnViVer), using speed pattern 
data from real-world pilots and 
microscopic traffic simulations. We 
used hypothetical speed patterns to 
illustrate the potential of  future use 
cases where vehicles drive with mi-
nimal dynamics (enabled by coordi-
nated movements between vehicles, 
for example). We also analysed how 
the identified C-V2X services could 
be deployed considering the availa-
ble communication technologies as 
well technologies expected for the 
future.

How exactly do these results hap-
pen? Some of  the services provi-
ded by C-V2X that will help reduce 
emissions include:

- Assisting the driver to choose an 
optimal route (route optimisation 
based on minimising emissions, 
avoiding congestion to save the 
driver both time and fuel).
- Influencing and/or harmonising 
speeds to such an extent that con-
gestion can be avoided, decreased 
or resolved, thus reducing travel 
times and overall emissions.

5GAA3

Eco-driving services for situations 
where the driver (or the vehicle, 
with higher levels of  automation) 
can anticipate the situation ahead 
and is mostly free to choose an op-
timal and fuel-efficient speed and 
acceleration pattern. The techno-
logy could also potentially report 
back to the road user on issues ran-
ging from when the tires need to 
be changed or pumped to when an 
oil change is required. This further 
adds to the technology’s sustainabi-
lity, as well-maintained cars can stay 
on the road considerably longer.
The role of  better, more direct 
communication technologies that 
allow the cooperation and coordi-
nation of  all road users and infras-
tructure could be hugely valuable, 
in achieving the best environmental 
impacts.
Connected cars in general could 
eliminate 400,000 tonnes of  CO2 
emissions and save 280 million 
hours of  driving every year, accor-
ding to automotive supplier Bosch, 
2017. They may also reduce road 
accidents (a source of  delays and, 

as a result, increased driving times 
and emissions) by up to 250,000 a 
year. This is an impressive range of  
sustainability benefits for a field of  
technology whose initial aims were 
traffic safety and efficiency and 
general passenger travel comfort.
They are likely to act as a catalyst 
for the overall green transition in 
transport. According to the U.S. 
Department of  Energy (DOE), 
automated or semi-automated cars 
could reduce energy consumption 
rates by 90 to 200%- a dramatic 
impact on the overall fight against 
climate change and sustainability. 
When we couple this with the on-
going rollout of  electric and hybrid 
vehicles and the emission reduction 
this implies, we can see that the 
road sector is poised to lead the 
transport sector’s overall response 
to the green transition. This may 
spur our sister sectors of  rail and 
aviation in their drives for emission 
reduction.
The synergies involved in these 
technologies, which initially fo-
cussed on improving safety, have 

quickly seen spin-offs into one of  
the most crucial areas of  our time. 
Based on all the facts and figu-
res presented here, we at 5GAA 
remain ready to continue to give 
strong engagement in the process 
of  forming the green new deal.
Post green transition, the world will 
look very different. We currently 
see these changes accelerating with 
the recent response to the corona 
crisis. However, of  course, it is a 
world that will need transport and 
therefore our sector must change 
accordingly.
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Dr. Maxime Flament re-
presents 5GAA, the global 
cross-industry association 
for the development of  
connected and automated 
cars, where he has worked 
as Chief  Technology Offi-
cer since April 2018. 
Maxime was working pre-
viously as Head of  Depart-
ment for Connected & 
Automated Driving (CAD) 
at ERTICO – ITS Europe, 
the European association 
promoting research and 
deployment on Intelligent 
Transportation Systems. 
For 15 years, he has been 

a leading contributor to 
many European activities 
on road safety, connected 
vehicles, automated dri-
ving, large-scale pilots, and 
digital mapping. Maxime 
holds a Ph.D. E.E. (2002) 
and M.Sc. E.E. (1997) from 
Chalmers Technical Univer-
sity, Sweden. He also holds 
an “Ingénieur Civil” degree 
from the Free university of  
Brussels (1997). In 2001, 
he was visiting researcher 
at Stanford University, CA, 
USA.



FPGAs – The Logical Solution to the Microcontroller 
Shortage in the Automotive industry

By Scott Casper, Senior Director of Sales, Americas  at GOWIN Semiconductor Corp.

GOWIN Semiconductor5

Today’s marketplace is getting 
heavily disrupted by the current 
semiconductor chip shortage that 
has hampered our manufacturing 
production lines. This is evident 
by the limited supply of  products 
available.  For example, automobi-
le production has decreased from 
2020 to 2021 as well as consumer 
products like smartphones.  New 
product launches are also delayed 
as manufacturers figure out new 
supply chains and vendors to get 
them over these supply hurdles.  
The current view is that the semi-
conductor shortage will extend well 
into 2022 and maybe even longer.

Key Component: 
The Microcontroller

One of  the lack of  devices causing 
major impacts to the supply chain, 
and thus manufacturing, is the mic-
rocontroller.  A microcontroller is a 
compact integrated circuit designed 
to execute operations, similar to a 
microprocessor, and typically found 
in embedded systems.  You can 
imagine these devices are sprinkled 
all over your automobile, from the 
power engine to the infotainment 
(radio) controls, aiding in the safety, 
control, and entertainment porti-
ons of  the automobile.  Without 
these microcontrollers, automobile 
production and supply diminish.  
Therefore, what alternatives do 
engineers and supply chain mana-
gers have?

Since microcontrollers are essen-
tially executing logic commands 
to perform an operation, an alter-
native to microcontrollers is the 
Field Programmable Gate Array 
(FPGA).  

FPGA - An Alternative?

An FPGA is an integrated circuit 
made up of  a matrix of  configu-
rable logic blocks.  Therefore, by 
configuring the FPGA, you can es-
sentially perform the same operati-
ons as a microcontroller.  There are 
three techniques to look at when 
considering FPGAs to replace a 
microcontroller:

- An FPGA can replace a micro-
controller’s  simple operation by 
programming combinatorial logic 
or a state machine in the configura-
ble logic blocks.
- An FPGA can be programmed 
with a “softcore” microcontroller 
in the configurable logic blocks 
to run the same software that is 
being run on the current micro-
controllers.  In otherwords, no 
change to the software is necessary. 

An FPGA can be purchased with 
a “hardcore” microcontroller that 
is permanently fixed in the device 
silicon.  This can run the same 
software that is being run on the 
current microcontroller, only faster 
than a softcore solution.

There are inherent advantages to 
using an FPGA over a microcon-
troller.  For an embedded design 
engineer, these advantages can 
help achieve cost and performance 
targets. The first is the flexibility of  
programmable IO that an FPGA 
can offer.  While a microcontroller 
has fixed and limited IO, an FPGA 
can be programmed for various 
IO interface standards (I2C, I2S, 
RGB, MIPI, etc) thereby acting as a 
bridge, an IO expander, or a signal 
aggregator.  Next,  a microcont-
roller executes its operations by 
software in a serial function.  The 
speed of  the operation is control-
led by the length of  the code and 
system clock.  

„There are inherent 

advantages to using an FPGA 

over a microcontroller“

On the other hand, operations in 
an FPGA are in the silicon configu-
rable logic blocks which are faster 
to execute than lines of  codes. 

And you can also create separate 
circuits in the configurable logic 
blocks to run operations in paral-
lel.  A microcontroller can’t do this 
parallelism.  Lastly, a microcontrol-
ler burns active power in its wait 
states; it always needs to run code 
while waiting for an interrupt.  An 
FPGA, on the other hand, burns 
only leakage power in its always-on 
wait state which makes it a much 
better solution for low power appli-
cations than a microcontroller.

GOWIN Semiconductor offers so-
lutions to address the three micro-
controller replacement techniques 
listed above.  GOWIN’s FPGAs 
come in a variety of  configurable 
logic block sizes and flexible input/
output configurations.  GOWIN 
offers many microcontroller soft-
cores including the Cortex M series 
and RISC-V.  Lastly, GOWIN of-
fers FPGAs with hardcore micro-
controllers in silicon to achieve the 
best performance value possible.
Understanding that there are alter-
natives to overcome the microcon-
troller shortages can be beneficial 
to manufacturing, supply chain 
managers, and to the marketplace 

as a whole.  And design engineers 
will recognize that:
- Flexible interfaces, bridging, io 
expanision, and signal aggregation
- Acceleration/Parallel processing
- Always-on low power operations
can be an advantage to any em-
bedded system looking to achieve 
performance and cost targets.  
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How to Reduce Power Consumption in EV HMIs
By Jeff Stuart and CC Hung, Altia 

Altia7

Consumers are acutely aware that 
in electric vehicles (EVs), range is 
everything. So is the U.S. govern-
ment; the infrastructure bill cur-
rently moving through Congress 
includes $7.5 billion for hundreds 
of  thousands of  new charging 
stations across the country, just to 
keep EVs on the road.

Obviously, every milliwatt-hour of  
EV battery power counts. Efficien-
cy in power utilization must be the 
objective of  every system, on every 
vehicle. That extends to the human 
machine interface (HMI) system 
in EVs, which spans driver cockpit 
displays, heads-up displays (HUDs) 
and in-vehicle infotainment (IVI) 
control panels.

Designers and engineers must be 
concerned with minimizing power 
consumption at every level. With 
the right configuration, HMIs can 
be up to 50% more efficient—and 
this is how.

Reviewing Power 
Utilization

Display-based HMI sys-
tems utilize electricity to 
drive their various com-
ponents, as shown in the 
following chart:

Video displays, unfortu-
nately, are fixed in their 
power usage by the back-
light technology employ-

ed. Dimming the display can reduce 
power consumption, but this is 
rarely practical. Processors, on the 
other hand, draw a lot of  attention 
as candidates for greater efficiency 
because they are the most power-
hungry component.

Processors utilize power to cycle 
between transistor states and even 
draw a small amount of  power 
when at rest. Clock frequency, 
however, is the most telling metric 
of  power consumption in semicon-
ductors. Frequency is defined by 
state changes as capacitors charge 

and discharge. Fewer software ins-
tructions means the same task can 
be completed with a lower clock 
frequency and less power utiliza-
tion. 
Instructions, in turn, are determi-
ned by the amount of  software 
code employed. Fewer lines of  
software mean fewer instructions, 
the possibility to run lower clock 
frequency, and less electricity con-
sumed.

Memory can be a target for effi-
ciency as well. Each bit of  infor-
mation stored in memory requires 
power to maintain data states. The 
more capacity a memory block has, 

the more power is 
required to keep it 
active. In fact, excess 
memory can drain 
battery power need-
lessly. Battery-po-
wered devices pause 
apps that require 
high RAM usage 
when not in use, just 
to conserve battery 
power.

„Designers and engineers 

must be concerned with 

minimizing power 

consumption at every level.“

Figure 1: Building Blocks of  Power-Efficient System

The bottom line is that more 
efficient HMI code—that is, fewer 
lines of  code and less RAM nee-
ded to execute a given task—has 
benefits on both the processor 
and memory power consumption. 
Optimizing the HMI software can 
reduce cockpit HMI system power 
requirements by 25% or more; in-
dependent testing done by several 
automotive OEMs has demon-
strated RAM, CPU, flash usage is 
reduced by 50% or more in actual 
deployments using Altia HMI 
development software. An approxi-
mation of  the savings is shown in 
figure 2.

With these facts in mind, why don’t 
EV HMI software designers natur-
ally put code efficiency at the top 
of  their list? Inertia holds a clue.
Many software development 
teams use automated web-based 
tools, along with object-oriented 
languages, to produce code. This 
simplifies the development process 
but results in less efficient, bloated 

code. Tight code, by contrast, takes 
time. It requires a considerable 
amount of  upfront effort by disci-
plined, experienced developers (the 
kind that are in short supply across 
the industry). The result is software 
that requires less electricity to ope-
rate; the kind of  power efficiency 
that adds up over time.

Improvements are 
Significant 

The mileage savings from a softwa-
re-efficient HMI is small over a sin-
gle EV battery charge. Calculations 
show that the miles lost (20) due to 
HMI operation and the miles saved 
by more efficient code (5) over a 
vehicle’s lifetime are not, in and of  
themselves, significant. But when 
code efficiency is viewed in the ag-
gregate, the benefits become both 
apparent and meaningful.
In terms of  CO2 emissions due 
to battery charges, over 5.2 million 
pounds of  greenhouse gas is saved 
over the operational lifetime of  an 

entire EV fleet—the equivalent to 
the annual output of  429 homes, 
according to the U.S. EPA’s Green-
house Gas Equivalencies Calcula-
tor. 
Put another way, for a fleet of  one 
million cars—a reasonable annual 
output for a major EV OEM—
each driving 100,000 miles, the ove-
rall range increase for that OEM’s 
fleet is five million miles, simply 
through the use of  more efficient 
HMI code.

Getting More from Less

Without a doubt, electric cars are 
the future. Three EVs can occupy 
the same CO2 footprint as one 
gasoline-powered economy car. 
Moreover, that statistic is based on 
CO2 figures for U.S. energy pro-
duction; in countries where electri-
city generation is less carbon-heavy, 
the savings are even greater.

Still, charging an EV requires a 
sizeable amount of  electricity. 

Efficient use of  power in every 
aspect of  electric vehicle ope-
ration, including software, is 
important. It reduces CO2 emis-
sions, lowers charging cost and, 
perhaps most pragmatically to 
buyers as EVs proliferate, helps 
to extend vehicle range. For EVs 
to change the world we live in, 
they must go farther—and the 
software they use must go fart-
her as well. 
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Figure 2: System Power Use with Altia
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New Algorithm May Help Autonomous Vehicles 
Navigate Narrow, Crowded Streets

By Aaron Aupperlee, Senior Director of Media Relations at Carnegie Mellon University

It is a scenario familiar to anyone 
who has driven down a crowded, 
narrow street. Parked cars line both 
sides, and there isn‘t enough space 
for vehicles traveling in both direc-
tions to pass each other. One has to 
duck into a gap in the parked cars 
or slow and pull over as far as pos-
sible for the other to squeeze by.
Drivers find a way to negotiate 
this, but not without close calls 
and frustration. Programming an 
autonomous vehicle (AV) to do 
the same — without a human be-
hind the wheel or knowledge of  
what the other driver might do — 
presented a unique challenge for 
researchers at the Carnegie Mellon 
University Argo AI Center for 
Autonomous Vehicle Research.
„It‘s the unwritten rules of  the 
road, that‘s pretty much what we‘re 
dealing with here,“ said Christoph 
Killing, a former visiting research 
scholar in the School of  Compu-
ter Science‘s Robotics Institute 
and now part of  the Autonomous 
Aerial Systems Lab at the Technical 
University of  Munich. „It‘s a diffi-
cult bit. You have to learn to nego-
tiate this scenario without knowing 
if  the other vehicle is going to stop 
or go.“

While at CMU, Killing teamed up 
with research scientist John Dolan 
and Ph.D. student Adam Villaflor 
to crack this problem. The team 
presented its research, „Learning 
To Robustly Negotiate Bi-Direc-
tional Lane Usage in High-Conflict 
Driving Scenarios,“ at the Interna-
tional Conference on Robotics and 
Automation.

The team believes their research is 
the first into this specific driving 
scenario. It requires drivers — 
human or not — to collaborate 
to make it past each other safely 
without knowing what the other 
is thinking. Drivers must balance 
aggression with cooperation. An 
overly aggressive driver, one that 
just goes without regard for other 
vehicles, could put itself  and others 
at risk. An overly cooperative 
driver, one that always pulls over in 
the face of  oncoming traffic, may 
never make it down the street.

„I have always found this to be an 
interesting and sometimes difficult 
aspect of  driving in Pittsburgh,“ 
Dolan said.

Autonomous vehicles have been 
heralded as a potential solution to 
the last mile challenges of  delivery 
and transportation. But for an AV 

to deliver a pizza, package or per-
son to their destination, they have 
to be able to navigate tight spaces 
and unknown driver intentions.

The team developed a method to 
model different levels of  driver co-
operativeness — how likely a driver 
was to pull over to let the other dri-
ver pass — and used those models 
to train an algorithm that could 
assist an autonomous vehicle to 
safely and efficiently navigate this 
situation. The algorithm has only 
been used in simulation and not 
on a vehicle in the real world, but 
the results are promising. The team 
found that their algorithm perfor-
med better than current models.

Driving is full of  complex scenari-
os like this one. As the autonomous 
driving researchers tackle them, 
they look for ways to make the 
algorithms and models developed 
for one scenario, say merging onto 
a highway, work for other scenarios, 
like changing lanes or making a left 
turn against traffic at an intersec-
tion.

„Extensive testing is bringing to 
light the last percent of  touch ca-
ses,“ Dolan said. „We keep finding 
these corner cases and keep coming 
up with ways to handle them.“ 

„Drivers must balance 

aggression with 

cooperation.“
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Innovative batteries put flying cars on the horizon
By A‘ndrea Elyse Messer, Senior Science Writer at Penn State University

Jet packs, robot maids and fly-
ing cars were all promises for the 
21st century. We got mechanized, 
autonomous vacuum cleaners 
instead. Now a team of  Penn State 
researchers are exploring the requi-
rements for electric vertical take-
off  and landing (eVTOL) vehicles 
and designing and testing potential 
battery power sources.

„I think flying cars have the poten-
tial to eliminate a lot of  time and 
increase productivity and open the 
sky corridors to transportation,“ 
said Chao-Yang Wang, holder of  
the William E. Diefender Chair of  
Mechanical Engineering and direc-
tor of  the Electrochemical Engine 
Center, Penn State. „But electric 
vertical takeoff  and landing vehic-
les are very challenging technology 
for the batteries.“

The researchers define the technical 
requirements for flying car batteries 
and report on a prototype battery 
today (June 7) in Joule.

„Batteries for flying cars need very 
high energy density so that you can 
stay in the air,“ said Wang. „And 
they also need very high power du-
ring take-off  and landing. It requi-
res a lot of  power to go vertically 
up and down.“
Wang notes that the batteries will 
also need to be rapidly recharged 
so that there could be high revenue 
during rush hours. He sees these 
vehicles having frequent take-offs 
and landings and recharging quickly 
and often. 
„Commercially, I would expect 
these vehicles to make 15 trips, 

twice a day during rush hour to jus-
tify the cost of  the vehicles,“ said 
Wang. „The first use will probably 
be from a city to an airport carry-
ing three to four people about 50 
miles.“

Weight is also a consideration for 
these batteries as the vehicle will 
have to lift and land the batteries. 
Once the eVTOL takes off, on 
short trips the average speed would 
be 100 miles per hour and long 
trips would average 200 miles per 
hour, according to Wang. The re-
searchers experimentally tested two 
energy-dense lithium-ion batteries 
that can recharge with enough 
energy for a 50-mile eVTOL trip in 
five to ten minutes. These batteries 
could sustain more than 2,000 fast-
charges over their lifetime. Wang 
and his team used technology they 
have been working on for electric 
vehicle batteries. The key is to heat 
the battery to allow rapid charging 
without the formation of  lithium 
spikes that damage the battery and 
are dangerous. It turns out that 
heating the battery also allows rapid 
discharge of  the energy held in the 
battery to allow for take offs and 
landings. The researchers heat the 
batteries by incorporating a nickel 
foil that brings the battery rapidly 
to 140 degrees Fahrenheit.
„Under normal circumstances, the 

three attributes necessary for an 
eVTOL battery work against each 
other,“ said Wang. „High energy 
density reduces fast charging and 
fast charging usually reduces the 
number of  possible recharge cycles.  
But we are able to do all three in a 
single battery.“

One entirely unique aspect of  fly-
ing cars is that the batteries must 
always retain some charge. Unlike 
cellphone batteries, for example, 
that work best if  fully discharged 
and recharged, a flying car battery 
can never be allowed to completely 
discharge in the air because pow-
er is needed to stay in the air and 
to land. There always needs to be 
a margin of  safety in a flying car 
battery. When a battery is empty, 
internal resistance to charging is 
low, but the higher the remaining 
charge, the more difficult it is to 
push more energy into the battery. 
Typically, recharging slows as the 
battery fills. However, by heating 
the battery, recharging can remain 
in the five- to ten-minute range.
„I hope that the work we have 
done in this paper will give peop-
le a solid idea that we don‘t need 
another 20 years to finally get these 
vehicles,“ said Wang. „I believe we 
have demonstrated that the eVTOL 
is commercially viable.“

Penn State University

Image credit: Eric Rountree, EC Power
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What is ahead?

The use of  electronics to optimize 
performance, safety, and entertain-
ment will continue to grow for the 
foreseeable future. It is estimated 
that the number of  processors nee-
ded will increase fivefold over the 
next three to five years to satisfy 
the need for performance and per-
sonal connectivity. This will require 
vehicle-to-vehicle (V2V) commu-
nication that reduces the chance of  
collisions and eventually vehicle to 
everything (V2X) communications 
to achieve the goal of  autonomous 
machines.

To meet the expectations of  high 
performance and cutting-edge 
automotive grade timing products, 
these are the following technologies 
that will need to improve exponen-
tially:
• ADAS – Advanced Driving Assis-
tance Systems
• V2X – Vehicle to everything com-
munications
• ECU – Electronic Control Units
• Battery Management Systems
• Navigation, Maps, and GPS
• Cellular, Bluetooth, and WiFi
• ABS – Anti-Lock Braking
• RADAR and Lidar Active Safety 
Systems
• Blind Spot and Lane Departure 
Detection
• Electronic Stability and Traction 
Control
• Adaptive Cruise Control
• TPMS – Tire Pressure Monitoring 
Systems
• Drivetrain Management

IATF 16949 and AEC-Q200 
Qualifications for Automo-

tive Grade Products

IATF 16949 is a global manufac-
turing quality management system 
standard for the automotive indus-
try. It is a process-oriented quality 
management system that focuses 
on continual improvement, de-
fect prevention, and reduction of  
variation and waste in the supply 
chain. The goal is to meet customer 
requirements efficiently and effec-
tively. The AEC-Q200 qualification 
is the global standard for stress 
resistance that all passive electronic 
components must meet if  they are 
intended for use within the auto-
motive industry. Parts are deemed 
to be AEC-Q200 qualified if  they 
have passed the stringent testing as 
outlined within the standards. All 
the automotive standards can be 
found and downloaded using the 
link below. Including qualifications 
that apply to passive electronic 
components AEC-Q100 and AEC-
Q101. All component suppliers will 
have slightly different test procedu-
res, but at ECS Inc. International 
the automotive qualified parts we 
supply are tested to ensure they are 
within strict limits. Our testing pro-
cess includes subjecting a sample 
of  the parts to rigorous rounds of  
testing. Below are some examples 
of  the types of  testing these parts 
undergo before they are deemed 
AEC-Q200 qualified:
• A round of  stringent electrical 
testing, followed by a stress test, 
and then a further round of  testing 
to ensure the electrical integrity of  
the component.
• The temperature resistance of  the 
part is tested by exposing the sam-
ples to the maximum temperature 
within the required testing range 

for a prolonged period.
• Moisture resistance is tested by 
exposing the part to a high de-
gree of  humidity for a prolonged 
period.
• The operational life of  the 
component is checked to ensure it 
passes the required benchmark.
• The resistance of  the component 
to solvents is tested.
Mechanical shock and vibration 
resistance are checked by exposing 
the components to high levels 
of  g-force for prolonged periods 
of  time and by cycling the parts 
through periods of  vibration.
• The solderability of  the parts and 
their resistance to soldering heat is 
also checked to ensure they are ful-
ly operable which involves exposing 
the components to extremely high 
temperatures.
• The board flex and terminal 
strength of  the components are 
also checked to ensure compliance 
with the standard.
• Finally, the parts undergo a strict 
visual inspection and a check to 
ensure their physical characteristics 
meet the required specifications.
There‘s a lot of  testing that goes 
into qualifying a part to AEC-Q200 
specifications which adds peace 
of  mind about the integrity of  the 
part which ultimately makes for a 
safer product. The future of  AEC-
Q200 products looks dynamic. As 
more modern cars incorporate ever 
increasing amounts of  electronic 
technology, the need for standards 
to be applied to the components 
they require is ever greater.
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Timing in Modern Vehicles
By David Meaney, Vice President Technical Sales and Marketing at ECS Inc. International

Automotive technology has made 
significant advances since the 
1970s in terms of  safety, reliability, 
performance, and fuel efficiency. 
Today, automobiles require more 
than 60 processors and electronic 
controllers to manage all the system 
functions that require varying de-
grees of  timing accuracy. Some of  
these will need simple crystals and 
others will require low jitter and 
high stability clocks. The demand 
for AEC-Q200 qualified timing 
products is at an all-time high with 
no end in sight.

What are the technologies 
that are driving this 
increased need for 

precision timing products 
in automobiles?

Consumers are wanting smarter 
automobiles every day. As advances 
are made in systems technologies, 
the use of  ECU (Electric Control 
Units) is vital to manage individual 
functions like Ethernet for a wired 
central data link and safety features 
like ADAS (Advanced Driving 

Assistance Systems). These systems 
will continue to make the driving 
experience more enjoyable and 
infinitely safer.

What technologies can 
we expect to see in future 

vehicles?

Demand for performance, comfort, 
and connectivity are the primary 
functions driving the increasing use 
of  electronics in vehicles. In–Ve-
hicle Infotainment (IVI) and In–
Car Entertainment (ICE) systems 
deliver convenience, information, 
and entertainment seamlessly to the 
driver and passengers. The growing 
requirements for media and con-
nectivity increases the complexity 
of  systems. This requires us to 
increase the performance require-
ments 
on the 
indi-
vidual 
clocks. 
ECS 
Inc. In-
terna-
tional’s 
auto-
motive 
grade 
crystals 

and oscillators provide high level 
performance and reliability.

When can we expect 
vehicles to drive 

themselves?

We predict that as more electronic 
parts are used to provide in car 
connectivity, there will be funda-
mental changes in the auto indus-
try. The days when the radio in the 
dashboard was the only connection 
to the outside world are long gone. 
Consumers have come to expect 
the ability to stay connected via cell 
phone with 4G, 5G, and the Intra-
net. Entertainment continues to 
be one of  the main reasons people 
want technology in their vehicles. 
At the top of  consumers wish 
lists are voice-activated wireless 
communications and a dashboard 
display featuring real-time local in-
formation. The radio is still the pri-
mary entertainment, but communi-
cations and information functions, 
like navigation, are considered must 
haves when designing and integra-
ting these connectivity functions.

„The use of electronics to 

optimize performance, safety 

and entertainment will 

continue to grow for the 

forseeable future.“

ECS Inc. International
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The MHDV itself, driver com-
pensation, and fuel are the biggest 
operational costs when operating a 
conventional internal combustion 
engine (ICE). The adoption of  
electric MHDVs is expected to re-
duce fuel costs significantly. To jus-
tify the economic use of  MHDVs, 
however, the lower fuel expen-
ditures need to be large enough 
to offset the batteries’ high cost. 
Battery costs represent a signifi-
cant cost in electric MHDVs that 
has no corresponding element in 
ICE-powered MHDVs. For exam-
ple, suppose MHDV battery packs 
need replacement at much less than 
1 million miles of  use. In that case, 
it will significantly increase the cost 
of  electric MHDVs and negatively 
affect the potential for large-scale 
deployment. In addition, the dif-
fering driving patterns of  various 
MHDVs is expected to impact the 
architecture of  the corresponding 
charging infrastructure:
- Buses travel a dedicated route and 
can use opportunity charging at 
stops, and can benefit from the use 
of  embedded highway charging
- Delivery trucks, refuse collection 
trucks, and similar services need 
depot charging because routes vary 
from day-to-day
- Logistics trucks, depending on 
routing and travel distance, can use 
depot charging, strategically placed 
charging stations along highways, 
or embedded highway charging for 
traveling on fixed point-to-point 
routes, such as back and forth from 
an airport or port to a warehouse 
district.

Charging Options for MHDVs

A growing number of  MHDV 
charging systems are compatible 
with standard J1772-CCS Type 1 
plug-in charging connections, and 
industry-standard SAE J3105 pan-
tograph systems. Although plug-in 
chargers are found almost univer-
sally in depot charging scenarios, 
pantograph charging can be found 
in depot charging and in opportu-
nity charging, primarily for buses 
during stops.
A typical use pattern for opportu-
nity charging of  buses is the use of  
a pantograph system and a charge 
time of  three to six minutes during 
stops. The system also includes 
remote diagnostics of  the charging 
system and batteries and fleet ma-
nagement software. Operating vol-
tages of  pantograph systems range 
from 150V to 850V, and power 
ratings typically range from 150kW 
up to 600kW, allowing the systems 
to support various bus sizes and 
charging needs.

Wireless opportunity charging of  
MHDVs is an emerging technology 
expected to grow significantly in 
the next several years. For exam-
ple, while pantograph systems are 
used to opportunity charge fleets 
of  municipal buses, wireless op-
portunity charging of  buses is still 
primarily under development and 
in field trials. Opportunity charging 
for buses and other MHDVs can 
provide benefits beyond the ability 
to support a given driving range 
with a smaller and lower-cost batte-
ry pack. Depth of  discharge has a 
significant impact on the cycle life 
of  batteries. The greater the depth 
of  discharge, the shorter the cycle 
lifetime. For example, discharging 
a battery pack to near zero charge, 

instead of  a 50 percent level, can 
reduce cycle lifetime by half. By 
supporting a lower depth of  di-
scharge rates, opportunity charging 
also supports longer battery cycle 
lifetimes. 

MHDV charging will require 
higher power levels, and higher-in-
put voltage chargers will support 
those higher power levels. Battery 
bus voltages of  MHDVs are also 
expected to increase. Today, it is 
common to find 800V to 900V 
main power buses feeding the 
drivetrain. Research is underway 
to develop devices and circuits to 
support 1200V battery voltages 
and drivetrain power buses. For the 
largest applications (on the order 
of  1MW), even higher voltages are 
under consideration. The higher 
the voltage, the lower current for a 
given power level. Lower currents 
mean smaller and lighter-weight 
power buses can be used. 

For high-power MHDV chargers, 
480V mains are common. In the 
future, MHDV chargers are expec-
ted to operate from 1200V mains 
voltages. Future chargers are also 
expected to include digital controls 
that will enable a single charger 
to be used with various vehicles. 
These chargers will support mul-
tiple input voltages and identify 
the charging need of  individual 
vehicles based on central controls 
that know the anticipated use of  
each vehicle and the state of  charge 
and condition of  each battery pack 
and modify the charging voltage 
and charging rate accordingly. For 
example, vehicles scheduled for la-
ter use can be charged more slowly 
compared with vehicles that are 
needed in the immediate term.
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How Fleet Electrification is Next in EV Evolution 
By Jeff Shepard, Mouser Electronics

Electrification of  medium- and 
heavy-duty vehicles (MHDVs) is on 
the rise. Growing fleets of  buses, 
delivery trucks, logistics trucks, 
and other MHDVs will present 
new opportunities for techno-
logy advancement compared with 
the electrification of  individually 
owned light-duty ve-
hicles (LDVs). These 
advancements will be-
nefit makers and users 
of  all types of  electric 
vehicles, from LDVs 
to off-road agricultural 
and mining vehicles.
MHDVs require much 
larger chargers and 
can support different 
charging infrastruc-
tures compared with 
smaller LDVs. These 
new fleets will requi-
re a complex mix of  
charging technologies, 
including conventional 
plug-in chargers, in ad-

dition to wireless chargers at fixed 
locations and wireless charging 
built into some highways for conti-
nuous charging while the vehicle is 
in motion.
Fleet operators are already well-
versed in telematics to improve 
the operational efficiencies of  
existing fleets of  internal combus-
tion-powered vehicles. Software 
and real-time controls will become 
even more crucial to managing the 
energy consumption and charging 
demands of  MHDV fleets.
This article considers various 
MHDV use cases for buses, delive-
ry and refuse trucks, and logistics 
trucks. We then look at how the 

emergence of  MHDV fleets will 
result in the development of  new 
charging technologies and discuss 
the importance of  software, inclu-
ding the sensors needed to sup-
ply the data, as well as advanced 
analytics and the use of  artificial 
intelligence and machine learning 
to optimize the operation MHDV 
fleet operation.

MHDV Use Cases

MHDVs differ from today’s LDVs 
in several important dimensions 
(Figure 1). Heavy-duty vehicles 
are expected to last for 1 million 
kilometers or more, about three 
times longer than LDVs. MHDVs 
consume much greater amounts of  
power than LDVs: MHDVs consu-
me from 300Wh/km to 2000Wh/
km, while LDV energy usage is 
typically under 250Wh/km. The 

larger power consump-
tion per kilometer com-
bined with the longer 
daily driving distances 
for MHDVs requires 
larger battery packs. In 
some cases, that can 
be mitigated somewhat 
by employing opportu-
nity charging, as we’ll 
review. LDVs typically 
have a battery pack 
under 100kWh, while 
current MHDV battery 
packs can be 660kWh. 
Future MHDV designs 
anticipate battery packs 
of  1MWh.

„These new fleets will require a 

complex mix of charging 

technologies [...]“

Mouser

Fig. 1: Classification standard used 
for commercial MHDVs | Source: 

WTWH Media, LLC
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Software and Sensors

The electrification of  MHDVs 
will result in both software-defi-
ned vehicles and software-defined 
vehicle fleets. In both cases, large 
quantities of  data are required. To-
day‘s vehicles have between 60 and 
100 onboard sensors, and the data 
is almost exclusively analyzed on 
board the vehicle itself. Next-ge-
neration electric vehicles, including 
MHDVs, are expected to include 
double that number of  sensors as 
vehicles become increasingly smart 
and connected using a combination 
of  cloud computing and onboard 
computing to optimize vehicle per-
formance.

The various mechanical and energy 
storage systems in an MHDV are 
relatively fixed once the vehicle has 
been built. Software is different; it 
can be updated regularly, suppor-
ting continuous learning and im-
provements to the various control 
systems to make MHDVs more 
efficient. Software also enables 
MHDVs to respond to changing 
operating conditions. Software has 
been called the new aerodynamics 
and controls everything from the 
drivetrain to the battery and ener-
gy systems. The drivetrain soft-
ware that manages the energy flow 
between the battery and motor in 
today’s EVs includes over 1 million 
lines of  code. It is expected to get 
even more complex for next-gene-
ration MHDVs.

Artificial Intelligence and 
Fleets of MHDVs

A significant difference between 
MHDVs and conventional electric 
vehicles is that most MHDVs will 
be used by fleet operators instead 

of  individual owners. That central 
control over fleets of  vehicles will 
provide increased operational opti-
mization incentives using advanced 
analytics and artificial intelligence.
With the continued advancement 
of  smart girds, the wide adoption 
of  electric MHDV fleets is expec-
ted to bring extended environ-
mental benefits. For example, the 
MHDVs will augment the grid and 
act as distributed energy storage 
nodes. Fleet operators and utility 
companies are expected to develop 
energy management capabilities 
and corresponding business models 
that help support optimal energy 
use from intermittent renewable 
energy sources. Several challenges 
need to be addressed if  such bene-
fits are to be achieved. Fleets and 
even multiple fleets of  MHDVs 
need to be organized in such a way 
as to avoid peaks on the grid that 
can result in high electricity prices 
and overload local distribution 
grids.

Big data and the application of  arti-
ficial intelligence will be important 
aspects of  this expanded optimiza-
tion. Machine-learning techniques 
are being developed to analyze 
energy-usage patterns of  MHDV 
fleets and then apply AI algorithms 
to optimize charging parameters 
and scheduling. Machine learning 
and AI will be applied within the 
MHDVs themselves for quick and 
high-level performance adjust-
ments. Data will also be uploaded 
to the cloud for more in-depth 
analysis and fine-tuning. As a result, 
it will be possible to deliver more 
energy without costly and time-
consuming charging infrastructure 
upgrades.
Finally, EEMBC is planning an ex-
tension of  the ADASMark bench-

mark suite to include machine-le-
arning capabilities. ADASMark is 
a performance measurement and 
optimization tool for automotive 
companies building next-generation 
advanced driver-assistance systems 
(ADAS) and could find application 
in next-generation MHDVs. In-
tended to analyze system-on-chips 
(SoC) performance used in autono-
mous driving, ADASMark utilizes 
real-world workloads that represent 
highly parallel applications such as 
surround-view stitching, segmenta-
tion, and convolutional neural-net 
(CNN) traffic sign classification. 
The ADASMark benchmarks emp-
hasize various forms of  compute 
resources, such as the CPU, GPU, 
and hardware accelerators, allowing 
the user to determine the optimal 
utilization of  available computing 
resources.
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Infrared light brings autonomous driving ever closer 
By Clemens Hofmann, Senior Key Expert LiDAR applications at Osram

What will it be like to hand over 
responsibility to an autonomous 
vehicle and do other tasks that take 
our attention from the road while 
driving? The key to being comfort-
able with this concept: installed sys-
tems in the vehicle must not only 
be safe and reliable, but also be able 
to navigate in adverse weather con-
ditions and complex traffic situati-
ons. LiDAR, short for Light De-
tection and Ranging, is one of  the 
key technologies for autonomous 
driving. And depending on the final 
use case, some light sources are 
better suited than others.
Humans need different senses to 
interact with their environment 
and move around in it. The situ-
ation is similar when it comes to 
autonomous vehicles. For smooth 
movement through various traf-
fic situations, the vehicle must be 
aware of  its actual location, current 
speed, direction of  movement and 

mechanical condition. There is 
widespread agreement that only a 
seamless interaction between Li-
DAR, radar and cameras will make 
a fully cognitive vehicle possible. 
The better these three components 
interact, the safer the vehicle moves 
through traffic.
The big strength of  LiDAR is 
the creation of  high-resolution, 
3D maps of  the surroundings at 
a radius of  up to 250 meters – in 
real time. Modern LiDAR systems 
provide tens of  thousands of  

data points, which can be used to 
create the 3D map. In comparison, 
cameras only provide 2D images, 
can have problems with optical 
illusions and require a relatively 
large amount of  energy. Howe-
ver, cameras have advantages over 
LiDAR and radar when it comes to 
classifying objects or traffic signs.

Image credit: Osram

Osram
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Finding the right light 
source

Edge Emitting Lasers (EELs) with 
a wavelength of  905 nanometers 
have been an established and pro-
ven technology for LiDAR systems 
for many years. Besides their fast 
switching time of  less than 1 ns, 
they provide a large amount of  
light in a small space via a small 
emission area, helping them score 
points in terms of  performance, 
range and a smaller from factor. 

Thanks to their high-power density 
of  around 60 kW/mm² and high 
pulse peak power of  up to 120 W 
out of  a single channel, EELs are 
well-suited for LiDAR systems 
using an Avalanche Photo Diode 
(APD) for short-, mid- and long-
range solutions. As assistance sys-
tems become increasingly complex, 
more components must fit into as 
little space as possible. Miniaturiza-
tion of  components is, therefore, 
a key challenge. The first stan-
dardized TO-Metalcan packages 
typically had dimensions of  5 mm 
x 6 mm. Today’s SMD packages are 
much more compact at 2 mm x 2.3 
mm. If  system manufacturers wish 
to integrate the chip themselves, 
they can draw on a broad portfolio 
of  bare dies from ams OSRAM. 
The SPL DP90_3, has a footprint 
of  just 0.3 mm x 0.6 mm, enabling 
extremely compact designs.

Another challenge is the integration 
of  components into production 
chains. Here, suppliers are working 
on SMD components that can be 
integrated easily into standard ma-
nufacturing processes. The decisive 
factor here is at which integration 
level a system provider wants to 

enter. For maximum design fle-
xibility, complete integration of  
a chip is possible on the system 
side. For a less complex process, 
integrated components are the 
obvious choice. Besides a single-
channel SMD laser (SPL S1L90A) 
ams OSRAM also introduced the 
SPL S4L90A, the world‘s first 
automotive-qualified (AEC-Q102) 
four-channel pulse laser for LiDAR 
in fall 2019. The product features 
a four-emission range chip that 
delivers outstanding optical perfor-
mance at 480 watts, measuring just 
3.35 mm x 2.45 mm x 0.65 mm.

The requirements for components 
used in the automotive context 
are extremely high. The products 
must easily withstand temperatures 
of  around 125°C. Until now, the 
wavelength of  EELs changed as 
temperature rises in the compo-
nent – deviations of  more than 30 
nanometers were not uncommon. 
Developers at ams OSRAM have 
now succeeded in reducing this wa-
velength shift to a minimum. Initial 
results from the research laborato-
ries were even better than values 
for Vertical Cavity Surface Emitting 
Lasers (VCSELs), which have been 
the leaders in this context so far. 
While VCSELs can have variations 
of  around 12 nanometers with 
increasing temperatures, the wave-
lengths of  EELs vary by around 10 
nanometers. This reduced thermal 
shift now allows the use of  a nar-
rower bandpass filter and, thereby, 
reduces the solar background light 
shot noise additionally.

VCSELs offer LiDAR system 
manufacturers a number of  advan-
tages like flexibility and scalability. 
As VCSELs can be addressed 

in different ways (single lines or 
columns of  the VCSEL apertures), 
they can be used in 1D or 2D ar-
rays. For example, the possibility of  
combining a 2D emitter array with 
a 2D SPAD detector array makes 
them appealing for short-, mid- and 
long-range LiDAR systems with no 
moving parts – the so-called true 
solid-state system (TSS). In additi-
on, unlike EEL, VCSELs emit their 
light from hundreds of  individual 
apertures at right angles to the chip 
surface and with the aid of  special 
optics bundled into the defined 
field of  view.

VCSELs – usually operating at 940 
nanometers in LiDAR systems – 
combine high power density (few 
100 W/mm²) and easy packaging 
of  infrared LEDs (IREDs) with 
the spectral width and speed of  
a laser. VCSELs are already used 
in robotics and logistics vehicles 
and are getting ever more traction 
within automotive-related use cases. 
In 2022, the first cars with VCSEL-
based LiDAR systems will hit the 
road. 

Both, EELs and VCSELs are based 
on a multi-junction approach that 
offer different advantages for the 
system design. A higher conversion 
efficiency leads to a reduced ther-
mal load causing an easier thermal 
management of  the system. Besides 
this, higher voltage and lower cur-
rent are needed to reach the same 
output power, which makes the 
driver design simpler. The increa-
sed power density leads to a smaller 
chip and package size with positive 
effects on the system architecture, 
while at the same time simplifying 
choosing the right optics.

Different LiDAR system 
approaches

A market outlook from Yole Dé-
veloppement for 2030 sees 14.7 
Mio LiDAR Units in the field. 9.2 
Mio of  them are based on EELs 
and 3.4 Mio on VCSELs – the rest 
on other technologies. 9.5 million 
of  those units will be mechanical 
scanning LiDAR systems.1 In those 
systems, the EEL and appropriate 
beam forming optics illuminate 
a rotating polygon or 2D MEMS 
mirror. is down.

The mirror scans over the Field-
of-View (FoV). If  the light hits an 
object, it is reflected, received by 
the mirror and imaged onto an 1D 
APD detector array. The needed 
3D point cloud is constructed via 
the polygon mirror or 2D MEMS 
position, the APD detector channel 
and ToF. Due to their high pulse 
peak-power, EELs are the light 
source of  choice. Using a rotating 
mirror avoids etendue limitations 
for the receiver optics, therefore 
these systems can cover a large 
FoV without losing too much opti-
cal performance. If  high resolution 
is needed, a small laser beam diver-
gence is essential.
In contrast, flash and true solid-
state LiDAR systems are somewhat 
less complex.

In flash LiDAR systems, an IR light 
source (usually a 2D VCSEL array) 
illuminates the entire FoV at once 
using special TX optics. The FoV is 
imaged onto a 2D SPAD or APD 
detector array. Timing information 
is collected for each pixel and, fi-
nally, the 3D point cloud is cons-
tructed via the 2D (x-y) detector 
position. TSS LiDAR systems work 
similar, but with one important 
difference. The light source does 
not illuminate the whole FoV. Only 
a column or a line of  the VCSEL 
array is activated, and the corre-
sponding SPAD pixels are read out. 
Afterwards timing information for 
each SPAD pixel is collected. 2D 
VCSEL arrays with high pulse re-
petition rate and selective activation 
of  single columns or lines are used.

Different LiDAR use cases 
need different specificati-

ons

The greatest challenge for the fur-
ther development of  assistance sys-
tems and the use of  LiDAR are the 
variety of  concepts and possible 

system architectures currently being 
tested. Regarding autonomously 
operating vehicles, in addition to 
long-range LiDAR (covering a 
distance of  approx. 250 m), the 
immediate surroundings of  the car 
must also be reliably detected. This 
short- or mid-range LiDAR (up to 
a distance of  approx. 90 m) covers 
classic traffic situations, such as 
merging on the highway or into city 
traffic. 

Outlook

More and more driving assistance 
systems can be seen in the latest 
vehicle models- from lane de-
parture warning systems to traffic 
jam assistants. And, this trend will 
continue. There are various hurdles 
to overcome and decisions to be 
made by the manufacturers before 
LiDAR becomes widespread. Sup-
pliers like ams OSRAM with the 
relevant automotive and industria-
lization experience have a decisive 
advantage because the automotive 
industry places very high demands 
on quality and robustness.
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Mechanical scanning LiDAR systems MEMS ToF LiDAR systems| Image credit: Osram

Flash LiDAR systems True Solid-State LiDAR systems| Image credit: Osram
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Vehicle tests: Testing ADAS functions in parallel with 
EMS measurements 

By Jacky Li and Sam Chew, Rohde & Schwarz

In the final inspection of  vehicles, 
the safety-relevant functions of  the 
driver assistance system can be tes-
ted in parallel with EMS measure-
ments on the infotainment system. 
This allows manufacturers to make 
the most of  the available time on 
the vehicle test stand in the EMC 
test chamber. 
Many advanced driver assistance 
systems (ADAS) use radar sensors 
for functions like adaptive cruise 
control (ACC) or autonomous 
emergency braking (AEB). These 
sensors are safety-relevant compo-
nents and must therefore work re-
liably even in extremely demanding 
RF environments. This is checked 
in full vehicle tests using stringent 
EMS tests in line with ISO 11451-
2. But how can ADAS functional 
tests be performed under adverse 
EMC conditions? 

ADAS tests in an 
electromagnetic disturbance 

environment

In the test process the ADAS 
test system runs through various 
simulated realistic test scenarios 
that activate the ADAS functions 
in the vehicle under test (VUT) and 
should trigger the intended res-
ponse. The main challenge is that 
this must work reliably even under 
electromagnetic conditions when 
EMS measurements are being made 
at the same time in the EMC test 
chamber, for example on the car 
radio. Otherwise the ADAS func-
tions cannot be evaluated in this 
environment. 

Test system setup

The ADAS test system consists 
of  a radar echo generator, a dyna-
mic target positioning system, and 
the electromagnetic susceptibility 
(EMS) test system.
The vehicle usually has a long-
range radar sensor for automatic 
distance control and several near-
range radar sensors for collision 
avoidance systems. On the one 
hand, the tests check whether the 
sensors have been properly integ-
rated in the bumpers so that the an-
tennas can illuminate the intended 
sectors. On the other hand, in con-
junction with the dynamic target 
positioning system they also check 
the behavior of  the ADAS system. 
For this the radar echo generator 
simulates a vehicle driving ahead 
of  the VUT, which the VUT must 
detect at predefined distances and 
at different speeds. The test engi-
neer can set up to four individually 
configurable test distances on the 
echo generator. 
It also enables a controlled Dopp-
ler shift as well as settable radar 
cross-sections. 

The target positioning system 
additionally simulates a lane change 
from left to right or right to left. It 
allows ±55° angular motion from 
the central position in front of  the 
VUT (Fig. 2). 

With these two devices, the test 
engineer can generate scenarios to 
check whether the VUT correctly 
performs automatic speed adjust-
ments and autonomous emergency 
braking when adaptive cruise cont-
rol is activated. 
The EMS test system also feeds 
electromagnetic disturbances into 
the VUT so that performance 
impairments can be detected. 
Movable absorber walls are used to 
screen the radar system under test 
from the signals of  other targets 
without restricting the field of  view 
of  the radar sensor.

Rohde & Schwarz

Fig. 2: The target positioning system allows ±55° angular motion from the central position 
in front of  the VUT | Source: Rohde & Schwarz

If  the tested radar sensor and the 
radar echo generator are configu-
red with the same unique Doppler 
shift, it is also possible to filter out 
undesired echoes from multipath 
propagation, such as radar echoes 
with different Doppler shifts from 
other test stands or from other 
tests being performed in parallel.
The EMS test system can automa-
tically perform radiated and con-
ducted EMS measurements in line 
with ISO 114511-2. It consists of  a 
signal generator with multiple am-
plifiers and antennas for different 
frequency bands, in order to gene-
rate the necessary field strengths 
for EMS measurements on the 
vehicle. Fig. 3 shows an example 
test setup with a test system (sha-
ded dark gray) for frequencies from 
9 kHz to 3.2 GHz. The system‘s 
EMC test software enables auto-
matic EMS measurements and can 
also monitor the electronic devices 
under test. The software additional-
ly controls the radar echo generator 
and the positioning system for the 
automatic ADAS tests.
First the test engineer tests the 
radar sensors at the front of  the 
vehicle and the ADAS functions 
ACC and AEB without additional 
disturbance signals, in order to eli-
minate unforeseen problems before 
the EMS test and to ensure that 
the system is 
basically wor-
king properly. 
Next the EMS 
signals are fed 
into the test 
scenario. They 
should simulate 
typical EMS 
measurements 
on car radios 
and achieve a 
maximum field 

strength up to 30 V/m. 
For the functional tests the VUT 
drives on the vehicle test stand 
with the respective ADAS func-
tion activated. The system records 
any anomalies or malfunctions 
that occur due to electromagnetic 
disturbances. The response of  the 
VUT is determined on the basis of  
the wheel speed on the test stand, 
the brake lights, and the results 
displayed by warning lights or on 
the screen of  the driver‘s console. 
An EMC camera is placed in the 
vehicle for this.
To test the ACC function, a vehicle 
15 meters in front of  the VUT is 
simulated and initially travels at the 
same speed as the VUT on the test 
stand. The simulated object should 
be shown on the driver‘s screen.
Then the simulated vehicle brakes 
slightly and accelerates again. The 
VUT must adjust its speed accor-
dingly, but only up to the speed set 
in the ACC and no higher. 
To test the emergency braking 
function, the VUT drives at cons-
tant speed until a simulated vehicle 
driving in front of  it suddenly bra-
kes. Two test scenarios are used for 
this: one with a simulated vehicle 
constantly driving in front of  the 
VUT, and another with a simulated 
vehicle that suddenly changes lanes 
and brakes in front of  the VUT. 

For this the front radar sensor and 
the echo generator on the posi-
tioning system must be precisely 
aligned to each other. If  the sensor 
behind its cover is not externally 
visible, its exact position can be 
determined with the aid of  a laser 
pointer.
In total, ten different test scenarios 
for ACC and four scenarios for 
AEB are performed on the 
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Fig. 3: In this example test setup, the components shaded dark gray are part of  the EMS test system. The radar echo 
generator and target positioning system are also controlled by the EMC test software | Source: Rohde & Schwarz
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ISO 26262:20181, part 6, section 9, 
table 7 recommends fault injection 
test as method (method 1l) for soft-
ware unit verification – see figure 1. 
This is recommended for ASIL A 
to C, and highly recommended for 
ASIL D.
In footnote h to method 1l, ISO 
26262 states that, in the context of  
software unit testing, fault injec-

tion means to modify the tested 
software unit (e.g. introduce faults 
in the software) for the purposes 
described in 9.4.2 (= verification). 
Such modifications include in-
jection of  arbitrary faults (e.g. by 
corrupting values of  variables, by 
introducing code mutations, or by 
corrupting values of  CPU regis-
ters).
In part 1 (vocabulary) of  ISO 
26262, a fault is defined in section 
3.54 as “abnormal condition that 
can cause an element … to fail”. 

Section 3.41 states that a software 
unit can be such an element. Part 1 
even gives in section 3.57 a defi-
nition of  fault injection: Method 
to evaluate the effect of  a fault 
within an element by inserting 
faults, errors, or failures. Note 1 in 
section 3.57 states “Fault injection 
can be performed at various levels 
of  abstraction … depending on 
the scope, feasibility, observabi-
lity, and level of  required detail“. 
Section 3.57 gives as example for 
fault injection “injecting faults … 
to verify that a safety mechanism is 
working”.
For me, contemplating about fault 
injection in ISO 26262, raises ques-
tions like
1. Are the faults injected arbitrarily 
or targeted?
2. Does fault injection have a speci-
fied expected result or not?
3. Is the software unit under test 
itself  modified for fault injection or 
not?

Targeted input vs. 
arbitrary input

Footnote h to method 1l (see 
above) states, that fault injection 
includes the injection of  arbitrary 
faults, e.g. by corrupting values of  
variables in memory. In my opi-

nion, if  this is done arbitrarily/
randomly, fault injection testing 
is the same as robustness testing, 
because the outcome of  such a test 
only shows if  the test object cras-
hes, hangs, or ends in a safe state. 
Unfortunately, robustness testing is 
not defined in part 1 (vocabulary), 
but section 1.129 defines robust 
design as “design that can function 
correctly in the presence of  invalid 
inputs or stressful environmen-
tal conditions” and note 1 states 
robustness can be understood for 
software as the ability to respond to 
abnormal inputs and conditions.

For me, fault injection testing is 
more than robustness testing: It re-
quires an exactly specified, targeted 
fault (that is injected) and an exactly 
defined result that can be evaluated 
for a test verdict (pass/fail). This 
kind of  fault injection testing can 
be considered as requirement-based 
testing (see figure 2). With respect 
to the example from footnote h to 
method 1l about corrupted va-
lues for variables in memory (see 
above):

„For me, fault injection 

testing is more than

 robustness testing “

Fig. 1: Table 7 in section 9 of  part 6 of  ISO 26262 
recommends fault injection test

Fig. 2: Having a specified expected result can categorize 
fault injection testing

A fault injection test should change 
the value of  a specified variable 
in a specified way (Change one or 
more bits? Set? Reset?) and should 
have an expected result (e.g. a RAM 
test algorithm detects the change 
and reports the exact location of  
it correctly). That brings me to the 
point that fault injection testing 
only is sensible if  the test object 
is prepared to detect and handle 
the fault. E.g. if  a software unit 
receives a pointer as a parameter, 
passing a NULL pointer to the 
software only is sensible if  we can 
expect that the software unit checks 
the pointer passed to it for NULL 
prior to dereferencing it and reacts 
on a NULL pointer in a predefined 
way. If  the software unit does not 
check the pointer and dereferences 
a NULL pointer, the software unit 
will crash and this is the only thing 
we can find out during unit testing 
(because to find out if  the system 
comes to a safe state is beyond unit 
testing). The fact that we expect the 
software unit to react in a predefi-
ned way to an injected fault (e.g. a 
NULL pointer) let us conclude that 
there needs to be a requirement, 
which describes the intended re-
action (e.g. setting an error number 
and returning false). Hence, it is re-
quirement-based testing. See figure 
3 for an example.

Requirement-based fault 
injection

As already said, requirement-based 
fault injection comprises of  test 

cases with specified input and spe-
cified expected result; both derived 
from the requirement. The func-
tionality of  the software unit under 
test is not modified.

In the following, examples for fault 
injection are discussed that have 
different technical difficulty:
1. Passing a NULL pointer,
2. Changing a memory cell.

Fault injection by passing a 
NULL pointer
If  an input variable to the test ob-
ject is a pointer, it is technically qui-
te easy to conduct a test in which 
this pointer is a NULL pointer. 
This is true for both commercial 
and open source unit testing tools / 
frameworks.

Fault injection by changing a 
memory cell
The function WriteRead() in the 
figure above (figure 4) can only 
return 0 if  the value of  the variable 
“memory” is changed in memory 
between the assignment of  05a 
to the variable and the check for 
equality in the decision of  the if-in-
struction in the following line. We 
take the task of  forcing a return 
value of  0 as an example for a fault 
injection. For this, the value of  the 
variable memory needs to be chan-
ged artificially between the assi-
gnment and the if  instruction. (We 
can consider WriteRead() as part 
of  a simple RAM test algorithm 

which checks if  a memory location 
is working correctly by checking 
if  a value written to the memory 
location is read back correctly, i.e. 
uncorrupted. The normal case is 
that the memory location is wor-
king correctly, i.e. the value written 
and the value read back are identi-
cal and the value 1 is returned by 
WriteRead(); the faulty case, which 
shall be detected, is that the memo-
ry location does not work correctly, 
i.e. the value read back is different 
from the value written. The detec-
tion is not very subtle, i.e. we do 
not know if  one or more bits are 
different or at what bit position in 
the memory location the difference 
manifests.) Figure 6 shows a fault 
injection mechanism that requires 
explicit changing / extending the 
source code of  the test object. If  
UNIT_TEST is #defined, the glo-
bal variable inject_fault manifests 
and can be used to inject a fault (in-
ject_fault = 1) or not (inject_fault 
= 0). In the first case (inject_fault 
= 1), the then-branch of  the (first) 
if-instruction is executed and the 
value of  the variable memory is 
inverted. This constitutes the fault 
injection. During the execution of  
an appropriate test case, the injec-
ted fault causes the decision in the 
second if-instruction to evaluate to 
false, what causes the execution of  
the else-branch of  the if-instruc-
tion, what subsequently causes the 
return value 0 of  WriteRead(). This 
demonstrates that the recognition 
of  a corrupted memory cell (“the 
fault”) is detected by the software 
unit under test.
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Fig. 3: A requirement-based fault injection test: For 
a specified fault (NULL pointer as parameter), ERR_

NULL_POINTER shall be returned

Fig. 4: To get a return value of  0 is technically 
difficult



The conventional approach has the 
advantage that is can be used by all 
commercial and open source unit 
testing tools / frameworks; its dis-
advantage is that the source code 
needs to be changed / extended ex-
plicitly and manually. Furthermore, 
it has to be ensured that the fault 
injection mechanism is not active 
in the production code. This causes 
additional effort for handling and is 
error-prone.
Conventional method requiring 
explicit source code change

Figure 5 shows a fault injection 
mechanism that requires explicit 
changing / extending the source 
code of  the test object. If  UNIT_
TEST is #defined, the global 
variable inject_fault manifests and 
can be used to inject a fault (in-
ject_fault = 1) or not (inject_fault 
= 0). In the first case (inject_fault 
= 1), the then-branch of  the (first) 
if-instruction is executed and the 
value of  the variable memory is 
inverted. This constitutes the fault 
injection. During the execution of  
an appropriate test case, the injec-
ted fault causes the decision in the 
second if-instruction to evaluate to 
false, what causes the execution of  
the else-branch of  the if-instruc-
tion, what subsequently causes the 
return value 0 of  WriteRead(). This 
demonstrates that the recognition 
of  a corrupted memory cell (“the 

fault”) is detected by the software 
unit under test.
The conventional approach has the 
advantage that is can be used by all 
commercial and open source unit 
testing tools / frameworks; its dis-
advantage is that the source code 
needs to be changed / extended ex-
plicitly and manually. Furthermore, 
it has to be ensured that the fault 
injection mechanism is not active 
in the production code. This causes 
additional effort for handling and is 
error-prone.

Advanced method without expli-
cit source code change
By using the unit testing tool TES-
SY, the conventional approach is 
automated, what avoids the dis-
advantages of  the conventional 
approach. This feature is available 
since TESSY V4.1 and is depicted 
in the following figure (figure 6).
A single test case for the test object 
WriteRead() (see figure 6) is exe-
cuted. This test case executes the 
then-branch of  the if-instruction 

and returns the value 1.
The left-hand part of  the figure ab-
ove shows the coverage of  the test 
object for the described single test 
case in a flow chart view. The then-
branch (left), which was executed, 
is shown in green. The else-branch 
(right), which was not executed, is 
shown in red. The else-branch is 
highlighted. By using the highlight-

ed button, a fault is injected. The 
middle part specifies the injected 
fault. The purpose of  the fault is to 
destroy the contents of  the variable 
memory in memory. This is achie-
ved by inserting code before the 
if-instruction. This code inverts the 
contents of  the variable memory. 
Any test case in which this fault 
injection occurs the decision in the 
if-instruction will evaluate to false 
and therefore the else branch will 
be executed and, in consequence, 
the return value will be 0. In the 
further course of  action TESSY 
generates a duplicate of  the first 
test case. In this duplicate, the fault 
injection code is activated.
The main advantage of  the advan-
ced method to the conventional 
method is that the original source 
code was kept unchanged. The ins-
trumentation necessary for the fault 
was done by TESSY automatically 
in a copy of  the original source 
code. There is no need for the user 
to manage the original source code 
and the manually instrumented 

source 
code.

Code mutations to the 
software unit under test

Footnote h to method 1l states 
fault injection means to modify the 
tested software unit, what includes 
the injection of  arbitrary faults, e.g. 
by introducing code mutations (see 
above).
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Fig. 5: Preparations for fault injection in the source code

Fig. 6: TESSY automates fault injection
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In my opinion, it is robustness tes-
ting if  the intended functionality of  
the test object is changed arbitrarily, 
because only strong misbehavior 
(e.g. a crash) can be detected and, 
due to the arbitrary input, it is im-
possible to specify an expected re-
sult. It is not obvious to me if  ISO 
26262 means to apply code muta-
tions to the source code or to the 
binary code. If  arbitrary changes 
are applied to the source code, the 
source code might not even com-
pile. If  it compiles and is executed, 
it is impossible to predict a beha-
vior. I see no use in such a test. If  
arbitrary changes are applied to the 
binary code, this could be interpre-
ted as fault from e.g. cosmic radia-
tion resulting in bit flips or other 
kind of  hardware failure. Because 
only strong misbehavior can be 
detected, it is a form of  robustness 
testing. Because it does not test the 
software (i.e. source code), in my 
opinion, it has nothing to do with 
software unit verification.

Final discussion

In my opinion, fault injection 
should not modify the intended 
functional behavior of  the software 
unit under test. One could say, that 
the software unit in figure 5 can 
only be tested thoroughly if  the 

software unit is modified. I would 
prefer to say that the software is ex-
tended (for technical reasons) and 
care has been taken not to modify 
the intended behavior. One might 
consider this as splitting a fine hair, 
but in my opinion, faults occur 
outside the software unit under test 
(in this case, data is considered to 
be outside the software unit under 
test). But in many cases, fault injec-
tion does not require the extension 
/ modification of  the original test 
object. An example is given in figu-
re 3 (together with figure 4).
In stark contrast to footnote h to 
method 1l, in my opinion, faults 
should not be injected arbitrarily. 
Fault injection should follow a cer-
tain testing objective (derived from 
requirements) and should have 
a targeted input and a predicted 
expected result. For tests with arbi-
trary input the expected output can 
usually not be predicted. Therefore, 
for me, tests with arbitrary input 
are categorized as robustness tests.

And as 
discussed 
above, 
arbitra-
ry code 
mutations 
are not 
sensib-
le for 
software 
and are 

robustness testing for binary code. 
In the latter case, arbitrary code 
mutations have nothing to do with 
software unit verification.

Sources and further reading:
1 ISO 26262, International 
Standard, Road vehicles – Functio-
nal Safety, Second edition, 2018
2 https://www.hitex.com/
tessy More on the software unit 
testing tool TESSY
3 IEC 61508, Functional 
safety of  electrical/electronic/pro-
grammable electronic safety-related 
systems, edition 2.0, 2010

Fig. 7: Corrupting the binary code is not soft-
ware unit verification

Author’s definitions of some 
testing terms:

Fault injection
Targeted (specified) abnormal condi-
tion (i.e. a fault) in the environment to 
an intact test object to find out if  the 
test object detects the abnormal condi-
tion and reacts correctly as specified.
Robustness testing
Arbitrary abnormal condition to an 
intact test object or any input to an 
arbitrary corrupted test object to find 
out if  the test object exhibits strong 
misbehavior (e.g. a crash) or not. Be-
cause the input is arbitrary, an expec-
ted result cannot be predicted.
Fuzzing (or fuzz testing)
Arbitrary input (normal and abnormal) 
to an intact test object. Can only detect 
strong misbehavior. A form of  robust-
ness testing.
Code mutations
Arbitrary changing / corrupting the 
test object. Irrelevant for source code. 
For binary code, a form of  robustness 
testing. Can only detect strong misbe-
havior.
Mutation testing
Rates the quality of  the test cases 
(not of  the test object) by introducing 
targeted changes (mutations) to the 
source code of  the test object (e.g. 
replacing a logical AND with a logical 
OR), to find out if  the existing test 
cases (which all pass on the unchanged 
test object) detect the change. Called 
“error seeding in IEC 61508 [3]. Not 
mentioned in ISO 26262.
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